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In-line patching tutorial

1. Target analysis

After install it use PEID to know more about the target coding (if this one is packed or not):

78 PEiD v0.93 =X

File: | C:\ProgrammilSpyware Dockarlswdoctor . exe EI
Entrypoink: | O01SE4C3 EP Section: | kext ﬂ
File OFfset: | D003CHCS First Bytes: [55,86,EC64 | = |
Linker Info: | 83,62 Subsystem: | Win32 GUI = |

Armadillo 1.3 - 2.0 - Silicon Realms Toohworks [Owverlay]

MLl Scan I 1a5k'u'iewer| Cpkions | Ahout | Exjk |

[v Stay on top ﬂ ﬂ

Fig. 1 PEiID target scanning

# RDG Packer Detector ¥ 0.5.6 BETA copyleft  [= |[51/[X]

Archivo
E:\ProgrammitSpyware Doctorsswdoctor. exe Abir |
Comprezion - Encriptacion - Compilador
Microsoft Wisual C++ 5.0 <-Compiladar->
Armadillo v3.75c <-Detectado-»
EXECryptor Deteccion Heuristica <-Posible -»
Contacto iz www.ziliconrealms. com AlFrente [
e ——€—€S€S€S€eSeS——————————— o Dete-:tar
Archivo Ezcaneado en 71452g O MA & MEB @ |

Fig. 2 RDG Packer Detector target analysis
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2. In-line patching a brief introduction

This is the third tutorial about the Spyware Doctor 3.2.1 cracking saga, after the first one
mainly related to cracking this target with loader generation we have write a second one
related to manual unpacking (MUP) and full working patching, now is time to show how
approach this target in another way called in-line patching, this is needed in order to
understand all the possibility available in order to crack a packed executable target.

In-line patching is a type of patching mainly used in order to apply patching to a packed
executable, when a target is packed (regard the type of packer) the executable code isn’t
directly accessible because this one isnt in a clear form due to the packer
compression/cryptation. There are some step which have been take in before keep in running
the packed code:

- start the packer stub at the EP (Entry Point)

- memory allocation for the packer/protector code

- decompression/decryptation of the packer code

- execution of the packer code (CRC checking, licensing check and so on...)

- if all was right the packer can start the target code decompression/decryptation and
perform on the original code some anti-hacking measure (IAT scrambling, code splicing
and other things focused to make hard the target unpacking/reversing)

- jumping to the OEP (Original Entry Point)

- execution of the original target

this is more generally, because everyone have play, e.g. with UPX, some stage isn’t executed
(like decompression and execution of the packer code or IAT destruction), by the way this list
should be keep like as reference before attempt to study a new type of packer.

Well if target code isn't really be accessible by direct inspection we have to find another way to
reach this one and then apply the patch (of course we can have also the need for skip some
CRC check or other protection if this is present). A very effective way is based on the simple
concept to follow the packer code execution until we're able to access at the real unpacked
target code; in order to follow this flow we have to search the point into the packer code where
execution start into the dynamically allocated memory area (by using VirtualAlloc API) and
then jump into this area too, then search for other memory allocation and follow the flow until
this process go to the end and the original code is fully decrypted. In order to take memory
about every jump we have also to search into the executable for some free space where we
can place our patching code, this free space will be call shortly “cave”.

Then first we have to found where the packer code request to use some memory (by searching
for a call to the VirtualAlloc API) then we have to store in a safe place the start of the
memory allocated area (this area may be variable because depend how is organized the
memory during the target execution, then may be different also into the same PC other then
different PC), to do this first step, simply, after the VirtualAlloc call we have to redirect the
execution to our cave and in this place apply some patch in order to modify the packer code
(into the virtual allocated memory) to force it to point into our another cave and the repeat
this steps until we're able to reach the target decrypted code. But also remember that in our
cave we have also to patch some CRC check in order to skip the integrity control performed by
the packer, then we need to do some consideration other than simple redirection to the next
cave from the various dynamically allocated layer of code.

Finally this tut will be written in order to show a complete way for cracking then very deeping
analysis is taken in order to show in a clever way how approach a packer and then how write a
in-line code then sit down and take a little bit of free time before to start in reading this essay.
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3. Packer anal

ysis

We are ready to start, load the target in OllyDbg:

[=3] FUSH EEF
HESSE4CY SEEC HMOW EEBF, ESP
HESEE4CE &H FF FUSH -1
HESSE4CE &8 ZESESEEE | PUSH swdoctor.BES3SEZE
HESSE4CO 58 BHB2EERE | PUSH swdoctor.BHSEEZEE 5E handler installation
HASEE402 &d:Al BEEEGEE MO ERX, OWORD PTR FS:[@]
HESEE402 EQ PUSH ERX
BASEE402 &4: 8925 @a6a MOY DWORD PTR FS:[81,ESP
BASSE4ER S3EC &8 SUE ESP, G52
BESEE4ES|] . 53 FUSH EEX
HASEE4E4(] . 56 FUSH ESI
HASSE4ES|] . 57 FUSH EDI
EESEE4ER|] . 8965 EB2 HMOL OWORD PTR SS:[CEEBP-1281,ESF
EESEE4EZ|] . FF1S 22815261 CALL DWORD PTR DS:[{&%KERMEL3Z2.GetlUersiol kernel32.GetlUersion
HESEE4EF(] . 2302 WOR EDH, EDH
GEASEE4F1|] . SA04 MOl 0L, AH

Fig. 3 Entry Point (EP)

Now we are into the packer entry point (EP), press Alt+O in order to open the debugging
options window and sure about this settings:

= Debugging options g|
Commands ] Dizazm ] CPLU ] Hegisters] Stack ] Analyziz 1 ] .-'hnalysis2] .&nal_l,lsisE]

Security ] Debug ] Events  Ewxceptions l Trace ] SF ] Strings] .-'-‘«ddresses]

[v [gnare memary access violations in KERNEL32

|gnore [pass to program) following exceptions:
[~ INT3 breaks
[ Single-step break
[ Memary access violation
[ lrteger divizion by 0
[ lrrvalid ar privileged instruction
[ &l FPU exceptions

[+ lgraore also following custom exceptions or ranges:

OEEDFADE ~ |
80000004 [SIMGLE STEP)

CO000005 [ACCESS WIALATION)

COO0001D [LLEGAL INSTRUCTION]
CO000096 [PRIVILEGED INSTRUCTION]

Add range |

Delete selection |

iij

Undo | Cancel |

Fig. 4 Debugging options

now we have to search the point where we've to place the first redirection point to our patch
cave, then place a memory breakpoint into the VirtualAlloc API function (press ALT+F1 and
write BP VirtualAlloc then hit enter):

I3 Command line &|

iF ictualH
BF WirtualHl Lo

Fig. 5 VirtualAlloc memory breakpoint

then run the target by pressing SHIFT+F9.
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When OllyDbg break remove the memory breakpoint and place a new memory breakpoint into
the RETN 10 instruction then press F9:

TrESABCE =15 PUSH EEP

TrESHECE SEEC Moy EEF, ESP

TrESRECE FF7S 14 FUSH DWORD PTR S5: [EEBF+141]
T rESHECE FF7S 18 FUSH DWORD PTR S5: [EEBF+1@]1
TrESAECE FFFS @C FUSH DWORD FPTR S5:[EEBFP+C]
YrESAEBO1 FEFE B2 PUSH DWORD PTR S5:[EBP+21
YrESAED4 &R FF PUSH

-1
FFECAEDE| ES SCFFFFFF | CALL kernel32.MirtualAllocEs
FFECAEDE| 5D POF EEF
Cz loga_ RETH_ 18 _ ___

Fig. 6

Registers [(FFPUI

EAY BEE8REGEH

ECk ¥FPESABC2 kerne |22, YFEEABCZ
EQ: 88@8a06E

EEX FFFDFBEE

ESF @@l120&Cd4 ASCII "thT™

EEF @E12074C

ESI AE@8a8Em

EOI @A12FFzC

EIP FFPESRAEBDC kernel32.7FESAEDC
Fig. 7

EAX keep the base address for the new allocated memory area, if you look into the registers
window we have EAX=0 then this call isn't interesting for our purpose, press again SHIFT+F9
and again OllyDbg break in our breakpoint but now EAX is different than zero:

Fegisters [(FFUI

EAX BEZAEEEH

ECk VPESABCZ kevne 22, YFYEEABCZ
ED: FFFEGZG4

EEX FFFDFBEE

ESF @@120&C4

EEF B81Z074C

ESI EEABEEEE

EOI @81ZFFzC

EIF YFESABOC kernel32.7rESABDC
Fig. 8 New memory allocated area was from EAX=0x003A0000

We have now a valid address for some memory allocated area starting from the base address
0x003A0000 now press F7 once to return to the original code.

BEE4ESFs| > &1 POPRD
HEE4E2FF| . 90 FOFFD
HAES4EEFE] o BFCE ESWAF EARX
BES4E68FA| o FrDl MOT ECH
HAES4EEFC) o BFCE BSWAF ERX
AAE4ESFE| o F7D1 MOT ECH
HAES4E9E@E) o 6A B4 PUSH 4 Frotect = PAGE_REROWRITE
HES4E962) o &2 BA1ABEEE |PUSH 10668 Al lozationTyps = MEM_COMHMIT
AES4£967) . BBEE FA MO EDX,OWORD PTR S5S5:[EBP-1@1]
BES4E9EH) o 0 52 PUSH EDX Size
HES4E9HE| o &R BA PUSH @ Address = HULL

. FF15 &CBRSEAI CALL DWORD FTR DS: [<&KERMELZZ.UVirtualAlloc:] |kicrtualAl Loo

. 2945 EA MOU DWORD PTE S5: [EEBFP-281],ERX

> 8270 EA B& CHMP DWORD PTR SS:[EEBP-2B1,8
HBEE4E91H) .~ 5 11 JHZ SHORT swdoctor.BE546920
HEE4591C) o CFEE GCECESEI MOU DWORD PTR OS5z [E8&CECT, 2
HES4E925 . 33CA #=0OR ERX, ERX
HES4E928) W~ ED FZBZBE0E | JMP swdoctor.BB8546C1F
HES4E920) > SB45 DB MO ERA,OWORD FPTR S55: [EBFP-281

Fig. 9

We are talking about dynamically allocated memory area, then is important keep in mind
that absolute address may be different in other OS and also into the same PC when you
restart the target in OllyDbg, this is due to the memory state when the process perform a
call to the VirtualAlloc API in order to request some memory reservation for own task.

In my system I've see this base address 0x003A0000 or 0x00F60000 then in the following
exposition you can see different address, this is not really important rather you've to refer to
relative address or offset from the base address.
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The return address will be stored in [EBP-20] and a check is performed in order to sure about
if the memory was really allocated or not (in this last case, as we've look, the returning value
in EAX is set to 0).

Now the packer have request for some allocated memory area (which start from
EAX=0x003A0000 / width = 0x4B000) then we can think about some decryption step act to
write code into this area.

Restart the target with CTRL+F2 then goto into the memory dump area and press CTRL+G,
write the OEP address 0x00503F68 and place a hardware breakpoint on write:

Enter expression to follow in Dump

0k, | Cancel |

Fig. 10

Address | Hex dump

AESESFES| @R @R =m0 oS ms o ssassasas—as—aseq

AESAZFTE| B8 @A Backup [

AESAZFES| BB @A ]

AESAZFIS| B8 @8 Copy k3

FESAZFAS| BB @& ;
]
]

FEEHAZFES | BB BE Binary 3
BECHZFCE | BE BE

BEcEZFOZ| @A ea|  Label

BECHIFES

BECEZFFS Breakpaoink Memary, on access
Gocnacis op op  Search For b Memory, on write

ERSELEZE | @R @A :
ARCRAASS | AE 6 Find references Chrl+F

HECAAR4S) BA OB \Wew evecubable file

Hardware, on access L

ApSndbes| oo o ble fi Byte
Copy b0 executable File
FRSEAETE | @R @R R ward

BEEEARSE| BB BE|  Go kg
BEEEARSE| PR BB
BEEELEOS| PR BB
BEEELAES| DR BB | @ Hex
BEEEAACE| DR BB
BESELA0E| BE G@|  Text
BEEEARES| DR BE
BOCE40FE| @A Ba|  Shork
BEEED 1 ES| DR B8
BOCE115| B @@ LONg
BOSEA1ZE BE BB oo
=
e T
fochdic| oo om  oPec g
.

»
ochinc| G om  CPRearance

e R e T e e S M T B B R A L G G A

Fig. 11
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Then press Shift+F9, OllyDbg will break in msvcrt:

Fo:AG FEF MOUS DWORD FTR_ES:LEDI], OWORD FTR OS:[ES1]
TrCizF4E|  FF249E5 ERSACIT] JHP DWORD FTR DS: [EDX#d+r7C136E5]
rrClzZF4C SBCY Mall ERE, EDOI
FFCIZF4E(  BA @3@G8088 | HOY EOM, 3
TFCIZFES|  83E9 B4 SUE ECH, 4
FTCIZFEE(w T2 @0 JB SHORT msucrt.7PCLZFES
FrCIZFES|  23E8 B AND EAX, 2
FPCIZFEE| @30S ADD ECH,EAX
rrCiZPE0]  FR248% FEZECLF] JMP DWORD PTR DZ: [ERX#4+7FC1ZFTE]
Fig. 12
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now press CTRL+F9 and then F7 once in order to return to the original code:

Fig. 13

BASCYO7D &R A4 FUSH 4

BASCYOFF FFES B4C4FFFF | PUSH DWORD PTR S5:[EBP-3E4C]

BEICFDES SB35 F2CSFFFF | MOU ERH, DWORD PTR S55: CEEP-329@2]

HESCFDEE B335 BAC4FFFF | ADD ERH, OWORD PTR 55: [EEP-3BS501]

HESCFYDI1 =] FUSH ERX

BESCFDIZ FF15 4C213086@ | CALL DWORD FTE DS:[3D214C1] kernel32.VirtualProtect
BASCFDI2 FFES B4C4FFFF | PUSH DWORD FPTE SS:[EBP-2BE4C]

HESCPDIE FFES BSC4FFFF | PUSH DWORD PTR SS5:[EBP-3BE451]

BAsC7Y0A4 SB25 FECSFFFF | MOU ERX, DWORD PTR 55: [EEP-39G%5]

BASCTOAR B35S BAC4FFFF | ADD ERX, DWORD FTR S5: [EEP-3ES@]

BEICFOED =] FUSH ERX

HEICY| EZ B49580688 CHLL B830135H JMP to mswcot . mencpy

[5] il 83C4 @C ROD ESF, @C

ARSCT| 8025 ACC4FFFF | LER ERx,OWORD FPTR 55: [EEP-3BS41]

BASCFDEF =] PUSH ERX

BESCPOCH FFES ACC4FFFF | PUSH DWORD PTE SS:[EBP-3BS541]

BASCTOCE FFES B4C4FFFF | PUSH DWORD PTR S5: [EEBP-3E4C]

BASCTOCC SBSS FSCEFFFF | MOW ERX,DWORD FTR SS: [EEP-39832]

BESCFO0Z B335 BEC4FFFF | ADD ERH, OWORD PTR S55: [EEP-3BS0]

HESCFO0S j=1s] FUSH ERX

HESCFOOY FF15 4C213088@ | CALL DWORD FPTR DOS:[3D214C1 kernel32.VirtualProtect
BESCFOOF SB35 B2C4FFFF | MOU ERx,OWORD FPTR 55: [EEP-3B45]

BASCFDES 2985 BS9EFFFF | MOU DWORD PTR SS:[EEP+FFFF2EEZ],ERX

HESCPDER FFES BS9EFFFF | PUSH DWORD PTR S5:[EBP+FFFFIEBZ]

BASCTOF 1 ES &ESSE808 CALL 88301364 JMFP tao mewcrt . TrIEYAKPARKES
BASCYOFE g9 FOF ECH

BEICFOFT E? 94FAFFFF JHMFP BE3CYE98

BESCFOFC 8325 F41E3ESE | AND DWORD PTR DS: [3E1EF4]1,8

HESCFEAS E3B0 SCCBFFFF | CHP DWORD PTR S5: [EEP-3vA41,.8

HESCFEAR 74 33 JE SHORT BBSCYESF

BASCFEAC 8025 84C4FFFF | LER ERX,OWORD PTR 55: [EEBP-3BFC]

HESCPELZ =4 PUSH ERX

BASCYELS &R 2@ FUSH 28

BASCYELS FFES SCCEFFFF | PUSH DWORD PTR S5:[EBP-37A41]

HEICFELR FF25 9CZ2@3E@E | PUSH DWORD FPTR DS:[3EZ@9C]

HESCFEZ 1 FF15 4C2130868 | CALL DWORD FPTR DS:[3D214C] kernel32.VicrtualProtect
HESCFEZT SB25 ECCSFFFF | MOU ER:,OWORD PTR 55: [EEBP-3914]

HESCFEZD 8985 B49EFFFF | MOU DWORD PTR SS:[EEP+FFFF2EE41,ERX

HASCFESD FFES B49EFFFF | PUSH DWORD PTR S5:[EBP+FFFFIEB41]

HESCPESD ES 26958888 CALL 882013264 JMP to mewcrt . TrIEYAKPRREZ
BASCTESE E3 FOF ECH

Before executing the call in 0x003C7DB6 the target isn’t unpacked this call start to unpack the
target code and after some loop this end in 0x003C7DFC:

BEICYOFE

AAICTOF P~

BEZCYERS
BAICYEAC

BAICYEAAR| -~

=] POP ECH

E2? 94FAFFFF JHMP BEASCTE9A
22325 F41ESERR
S2BD SCCBFFFF

r4 33 JE SHORT BEA3CYESF
ESBE S4C4FFFF

EUSH EHx

AHD DWORD FTR DS:[3ELIEF41,@
CHP _DWORD PTR_SZ: [EEP-3vA41,8

LER ER=,DOWORD PTR S55: [EBP-3EFC]

0S: [BE3E1EF4 1=1D&EECER

Fig. 14

Remind also that now we are into the memory allocated area and we have also to find where
this area will be written by the packer code, but this analysis is left at the end of this analysis
just before to start with the inline patching section.
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Now you've to trace a little using F8 until you reach 0x003C81B5 (offset 0x00281B5 from the
base address):

AGZCEIES|~ EBER

BEZCE1ET
BEZCE1ED
BEZCE1CE
BEZCE1CE
BEIC21C2
BEIC2ICF
BEIC2104
BEIC2107
BEzCelic
BEZCEIES
BEZCI1ES
BEZCE1ER
BEIC2IF1
BEIC21F4
BEIC2IFE
BEIC2IFC
BEZCEIFE
BEICI2E8
BEZCIZE6
BEZCEZEC
BEICI2EE
BEICI21A
BEICIZ1E
BEICE219
BEICEZ1F
BE3ICE221
BEZICEZ22
BEZCEZ2E
BEICI226
BEICI22H
BEICIZZE
BEICI22A
BEICE232
BR3ICE234
BEZCE235
BEZCEZST
BEICI2I9
BEICI2ZE
BEICI2IF
BE2ICI241
BEICE243
BEICE24R
BEZCE24E
BEZICE2E1
BEICIIEE

P

e

&A @@

FF35 Bg7CaDen
Al EC1ESERA
ESBE BE7TA3I0EA
FFBS 1CC2FFFF
EZ2 D2392FDFF
2ac4 14

Al 248C3ERA
2985 SEC4FFFF
S3ED S8C4FFFF

74 36
SESS SEC4FFFF
2322 648

B
ESC4FFFF
CEZSIERE
SEC4FFFF

ESC4FFFF
B4
ESC4FFFF

:E5 6
ARAZ20
FEAC25AE
@

8

A

SF
E1S6612F
A

DOFC

S2AS EED3EESC
&F

33588 CHHER413
AZ Z9FVSEASE
2CCC

JHMP SHORT BER3CE1FF

FUSH @

FUSH DWORD PTR DS: [307CES]

MOY ERX,OWORD PTR D5:[3E1EEC]

AOO EAX, OWORD PTR DS5:[307ABS]

FUSH ERX

PUSH DWORD PTR S5: [EBP-327E41]

CALL B&3A14AC

ADD ESP, 1@

MOU EAX,OWORD PTR DS:[2EACE4]

MOY DWORD PTR SS: [EEFP-3BRS1,ERX

CHF _DWORD PTR 55: [EEF-3BARSI, 8

JE SHORT BASCS2Z1

MO ERX, OWORD FTR S5: [EEF-3BEAZ]

CHP DWORD PTR D5:[EAX], A

JE SHORT BR2C2221

MU EAX,OWORD PTR S5: CEEF-2BAZ]
ERX,OWORD PTR D5: [EAX]

EAx, DWORD PTR DS: [ERX]

EAx, OWNORD PTR D5: [3E23CA]

ECx,OWNORD PTR S5: [EEF-3BAS]

ECx,OWORD PTR DO5:[ECH]

OWORD PTR DS:[ECK], ERX

EE&.EMDRD PTR 55:[EEBP-2BAZ]

OWORD PTR S5:[EEP-3BA21,ERX
JHP SHORT BE83CS1EE

WCHG ERH.EBR

JCKE SHORT BAICSZ25S

“CHG ERX,EEX

EMTER @A2AA, 20

FOP S5

MO ESI, BEZE2CTE

OR AL, 58

JHS SHORT 8E3CS22C

ouTs DE,BYTE PTR ES:LCEDI]

OF AL, 8R4

LOOFDE SHORT BBEZCEETE

MOY ECK, 2FE186EB1

CHPS DWORD PTR DS:[ESIT,OWORD PTR ES:CEDI]
OR AL, BAC

FSTSW ESP

AMD EYTE PTR S5 CEEF+2CEEBDZEE], FFFFFFFE
OuTS D, ONORD PTR ES:LCEDI]

AOR ECH,OWORD PTR D5z [EDK+1384AECA]

HMou BYTE _PTR D5:[2EEEFE291, AL

Moy SP, S

e

Fig. 15

Modification of segment register

I-0 command

Illegal use of register

I-0 command

Now look the code below the 0x003C8226 address, this look very strange the we can think
that the packer have to take some decryption before execute it. To check this thing step
through the code with F8 and when you reach and execute the call at 0x003C81CF the code
over 0x003C8226 will be full decrypted.
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BEIC21ES
BEIC21BE
BEIC2 1B
BEzCe1ED
BEICEICE
BEZCE1CE
BEZICE1C2
BBSCS%EF

[:T5] 1

BEIC210C
BEZCEIES
BAICI1IES
BE3CE1EE
BEZCEIF1
BEIC21F4
BEIC2IFE
BEIC2IFC
BE2IC21IFE
BEZCE2E8
BEICE2E6
BEZCE2EC
BEZCEZEE
BEICI21A
BEICI21E
BEICI21S
BEICEZ1F
BEzCE22]
BRICE222
AEZCE225
BEZCEZZE
BEICE22R
BEICI221
BEICI224
BEICI2IT
BEzCe2s0
BEICE248
BEZCE245
BEICE247
BEICI249
BEICI24E
BEICI2E4
BEICIZET
BEICSZER
BRICI2EA
BEZCI263
BEZCEZEE
BEICI2EE
BEICIZEAH

~ EB CR
&A @@
FF35 @37C206R
Al ECIEZEBA
ESBE BE7FA3I0EA
FFES 1CCEFFFF
EZ2 D292FDFF
2ac4 18
Al 248C3ERA
2985 SBC4FFFF
S3ED SEC4FFFF

74 36

SB35 SEC4FFFF
22 BE
2B

BBBS CRC4FFFF
5]

BI85 CAZ33E00

BBBg SEC4FFFF
1

2B25 SBC4FFFF
B G4

29285 EBC4FFFF
CA

&7:iE3 B8
3
Al FElEB41A
ZBEE0 F21ER41Q
2B48 LBC
2341 &4
ZEE0 F21EA41Q
3341 &2
25 SAaaaaaa
soCae
74 47
Al F2lEB41@
B0 F21EG418
8 EC
1 &4
SEED FElEB410
1 68
S3E8 18

74 26
G785 C4C2FFFF

JMP SHORT BE2CE21FF
FUSH @

FUSH DWORD PTR DS: [2307CES]

MOY ERX, DWORD PTR DS:[3ELEEC]
AOD EAX,OWORD PTR D5:[307ABS]
FUSH ERX

FUSH DWORD PTR 55: [EEP-37E4]
CALL 8@3A14AC

ADO ESP, 18

MOU EAX,OWORD PTR D5: [2EACE4]
MOU DWORD PTR 55: [EBP-SEBAZ1,EAX
CHFP DWORD PTR SS: [EEF-3BRS1, 8
JE SHORT BARSCS221

MOU ERE, OWORD FTR 55: [EEF-3ERS]
CHF DWORD PTR D5:[EAX], B

JE SHORT BAR3C2221

MOU ERX,OWORD PTR S5: CEEFP-3BAZ]
MU ERX,DWORD PTR DS:L[EAX]

MOU EAX, OWORD PTR DS:L[CEAA]

ADD EAX,DWORD PTR DS:[3E23CE]
MOW ECH,OWNORD FTR 55: CEEF-3BERS]
MO ECH, OWORD PTR D5:L[ECK]

MOU DWORD PTR D5: [ECH], ERX

MOU ERX,DOWORD PTR S55: [EEP-3BAZ]
ADO EAX, 4

MOU DWORD PTR 55: [EBP-2BAZ21,EAX
JHMP SHORT BE2CE1ER

WCHG ERH.EBR

JCKE SHORT BRAICSE225

ACHG ERX, EBR

MOU ERX,OWORD FTR DS:C18841EFS]
MO ECH,OWORD PTR DS:C18A41EF2]
MOU ERX,OWORD PTR DS: [EHR+EC]
AOR ERX,DWORD PTR DS:[ECH+E4]
MOU ECH,OWORD PTR DS:C18E41EF2]
#OR ERX,DWORD PTR DS:[ECK+EE]
AHD_ERX, 58

TEST ERX.ERR

JE SHORT BASCEZ36

MOU ERX,OWORD PTR DS:C18@41EFZ]
MO ECH,OWORD PTR DS:LC18A41EFZ]
MOU EAX,DOWORD PTR DS: [EARX+EC]
AOR EAX,OWORD PTR DS:[ECH+64]
MOU ECH, DWORD PTR DS:[18841EFS]
wOR ERX,DWORD PTR D5:[ECK+6E]
AMD_ERX, 18

TEST ERX.ERX

JE SHORT BRIC2296

MOU DWORD PTR 55: [EBP-2C2CT, 94

Fig. 16

Oecryption call

Decrypted code

But if you step again same code is rewritten and the cycle end into the 0x003C8221 address

then we can place a memory breakpoint on it and simply press F9.

The decrypted code start from 0x003C8221 or in other word at one address which have a
offset of 0x0028221 from the base address (absolute 0x00F88221 if the base address will be

0x00F60000).
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BEZCEIED |~ 74 36

BE3ICE247 |~ 74 47

FEZCEZEE )~ 74 26

BESCAZEE[~ T4 b6

JE SHORT Ba3Cs221

JE SHORT BAICSZ228

JE SHORT BEAICEZ98

JE_SHORT BBECEZ96
Fig. 17

BEIC21E3|~ EB CR JMP SHORT BRA3C21FF

BEZC2IBS) &H B@ PUSH @

BEZCEIET|)  FF2E B3FC20EE | PUSH DWORD PTR DS: [207CAES]
BEZCEIBD|) AL EC1EZESA MOU ERX, OWORD PTR DOS:[2E1EEC]
BEZCEICE) 8385 BSFAsDEE | A0D ERX, OWORD PTR DS: [S07AGES]
BEICEICE| 5@ FUSH ER=

AASCEICE)  FFES 1CCBFFFF | FUSH DWORD PTR SS5: [EBF-37YE4]
BEICEICF|  EZS DE92FOFF CALL B82A14AC First decruption Loop
BEzC2ing ) 2204 18 ADOD ESF, 18

BEZC2I07) A1 S48C3EER MOU ERX, DWORD PTR OS: [2EBC24]
AEZCEI0C) 9925 S2C4FFFF | MOU DWORD PTR S5: [EEP-2BAZ], EAX
AEZC2IE2| 928D S2C4FFFF | CHMP OWORD PTR S5: [EBP-2BAZ1, 8

AEZCE1EE|  S8BS% SEC4FFFF | MOW ERX, OWORD FTR 55: [EEF-3BRS]
BEICI1IFL 5335 648 CHF _OWORD PTR D5:[EAx],. @
AEZCEIFS |~ 74 ZB JE SHORT BAICEZZ1
BEZCE1FE| 2BRS E2C4FFFF | MOU ERX, DWORD PTR S5: [EEP-2BAZ]
BEZC2IFC)  SEQE MOU ER:, DWORD PTR DOS: [EAX]
BEZCEIFE|  SEBE MOU ER:, OWORD PTR DS:[EAX]
BEZCEZAE|  B2AS CAZI3EAE | ADD EAX, OWORD PTR DS: [3E232CA]
HEZCEZ8s) 8BSD SEC4FFFF | MO ECH, DWORD FTR S5: [EBF-3BRS]
BEICEZAC)  SBA9 MOW ECH,DWORD PTR OS:[ECK]
BEICEZ8E|  S89@1 MOU OWORD PTR D5: [ECR],.ERX
AEECEZ1E|  SB8S SEC4FFFF | MOU ERX, DWORD FPTR S5: [EBFP-32BRAE]
BEZCE21E) 22CE B84 ADD ERAX, 4
AE2CE219) 29925 EBC4FFFF | MOU DWORD PTR SS5: [EBP-2BAZ], ERX
AA2C221F|~ EB CR JHMP SHORT B@R2C21EE

93 XCHG ERX, EBX
HEZCEZZZ] EYiED 88 JCHE SHORT BB3CIZ2E
BEICE225| 93 HKCHG ERX, EEX
BEZCEZ26) AL FE1E3ESA MOU ER:, OWORD PTR DOS:[3EIEFS]
BEZCEZZE| SEBAD F21ESEBE | MO ECH,DWORD FTR DS:[3E1EFS] swWdoctor. BESSR3TE
BEIC2231 2B48 SC MOU ER:, DWORD PTR OS:[EAX+SC]
BE2CE234) 2241 &4 #OR ERX,DWORD PTR DOS:[ECK+&4]
BEZCE2EF) SEAD F21ESEBE | MOU ECH,DWORD PTR DS:[3E1EF2] swdoctor. BEEEAETE
BEZCE230) 2841 &2 #OR ERX,OWORD PTR DOS:[ECK+&2]
QEZCE248) 25 SOoBaBEa AMD_ERX, 58
BE3CE245)  85CA TEST ERX,ERX

AEECEZ43) A1 FE1EZESRA MOU ERx, DWORD FTR OS:[3EIEFZ]

BEZCE24E| SEAD F21ESE®E | MO ECK, DWORD PTR DS:[3E1EFZ] swWdoctor. BAEEAITE
BE2CE2E4 ) SB48 BC MOU ER:, DWORD PTR DOS: [EAX+SC]

AEZCEEET) 2241 &4 “OR ERX,OWORD PTR DOS:[ECK+&4]

BEZCEZEA| SEAD F21ESEEA | MOU ECK, OWORD PTR DS:[3E1EF2] swdoctor. BEEEAETE
HEZCEZEE) 3341 68 #OR ERH, DWORD PTR DS: [ECK+ES]

AEZCEZ62)  S3ER 18 AHD_ERX, 18

BE3CE266|  S85CA TEST ERX,ERX

BEZCE2EA|  CY25 C4C3FFFE | MOU DWORD PTR S5: [EBP-2C3CT, 94

BE2CE2F4 ) 8025 C4C3FFFF | LEA ERX, OWORD PTR S5: [EBP-2C3C]

BEIC22FA| 5@ PUSH ER:

BEZCEZFE|  FF1S CC2E3088 | CALL DWORD PTR DS: [202ECC] kernel32.Getlers ionExA
BEICE2S] 5360 D4C3FFFF | CHP DWORD PTR SZ: [EBP-3C2CI, 2

Now step again a little bit until you reach the address 0x003C872D, another time the code
after 0x003C879A looks strange then may be another decryption loop will be start:

|BBSC8?EB ~ EB CR
&M G@

JHMP SHORT BRIC2EFT
PUSH @

BEZCEFEF|  FF25 187C20EE | FUSH DWORD PTR DS:[207C1A]
HEREZCEFZS) AL ECIEZESA MOU ER:, OWORD PTR DS:[3ELEEC]
BAZCEFIA| B3R5 187A3088 | A0O0D ERX, OWORD PTR D5: [307A1A]
BAICE748| 56 FUSH ER:

BAICETS 1 FFES Z2CEFFFF | FUSH DWORD FPTR S5:[EEBP-37YCE]
EE2CEF4Y ER cB20FDFF CALL B@82A14AC Decryption loop
EEICEF4C) 2304 18 ADO ESF, 18

BEZCEF4F| Al BCACIESRA MOU ERX, OWORD PTR OS: [2EBCAC]
BEZCEFE4 | 29985 94C3FFFF | MOU ODWORD PTR S5: [EBP-2CEC], EAX
HEZCEFEA| 83BD 94C3FFFF | CHP DWORD PTR S5: [EBP-3CEC], 8
BAICEFEL|~ 74 36 JE SHORT BRICE7I2

BASCETEZ|  8BS% 24C3FFFF | MOU ERX, OWORD FTR S55: [EBP-3CAC]

FAZCEFED) 8338 648
FAZCEFEC| ~ 74 2B

CHF _OWORD PTR DS:[EAx],. @
JE SHORT BRAICEFII

HEICEFEE SB25 94CEFFFF | MOU ERRX, DWORD PTR S5: [EEP-3CEC]

HEICEF 74 SEAD HMall ERX, OWORD PTR DS5:[EAX]

HEICEFFE SEAR Moy ERX, OWORD PTR DS:[EAX]

BEICEFFE B3Es CE233E0E | ADD ERX, DWORD PTR DS: [3E23CA]

BE3ICEFTE 8BS0 94CEFFFF | MOUW ECH, DWORD PTR S5: CEEP-3CAC]

BE3ICEF 34 SEas Mall ECH, OWORD PTR DO5:[ECH]

HEICEFEE g9a1 Mol OWaRD PTE DO5:CECH].ERR

HEICEF38 SBE5 94C2FFFF | MOU ERX, DWORD PTR S5: [EEP-3CEC]

HEICEF2E g93CH 84 AOO ERX, 4

HEICEFI 1 8985 94C3FFFF | HMOU DWORD PTR 55:[EBP-2CECT, ERX

HEZCE79Y |~ EB CH JMP SHORT BA3CEFE3

BEICEFID 23 WCHG ERE, EEX

BE3ICEFIH =11 FUSH ESI

BE3ICEFIE o] HaF

HEICEFIC EE FOF ESI

BEICEFI0 a3 HCHG ERX, EEX

HEICEFIE CE29 1C4CHZ2AL1 | LDS EBX, FWORD PTE DOS5:[ECH+H1AS4C1C) Modif icat ion of segment register
BEICEFA4 CH3E 255B227& | RCR EYTE PTR DS5: [ESI+7P&225B25]1,8FF| Shift constant out of range 1..31
BEICSVAE 2E: 2A0S MOW DL,CH Superf luous prefis
BEICEFAE 04 &5 HAM &5

BE3ICEFED FO 57O

BAICETEL 55 FUSH EEF
BAICEFEZ| CC INT=

e - e

Fig. 18
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Step until you reach the 0x003C8747 address, in this place there is another decryption call:

And this one
0x0028799):

BR3CEVZE(~ EB CA
BERICEFZ20 & @A
BEZCETZF FF35 1avCzDas
HEZCETIE Al EC1E3ZERB
HEZCETIA BI85 187AS0DEE
AEZCE74E [=15]

BEZCE741 FFES 2BCEFFFF
HEICE 747 E2 &B20FOFF
[5]%] T4C 82C4 1@
HEASCE74F Al SCECZEAB
BEZCETES 2985 94C2FFFF
HEZCETYEA 83BD 94CZFFFF
AAZCEVEL |~ 74 36
AEZCETED SB8E 94C2FFFF
HAICETES 282332 B8a
BRAZCEVEC|~ 74 2B
BAZCETVEE SBS8E 94C3FFFF
HEASCEF T4 2EAE

BEZCETVE j=1=15]x]

HEZCEYFE B3RS CEZZ3ERE
HBEZCETYTFE 8BS0 94C3FFFF
HEAZCE7EY SEQE9

HEICETES 2961

BAZCETES SBS8E 94C3FFFF
HEASCEFEE 23CE B4
BEzIcaETIl 2985 94C2FFFF
BEZCEYIT(~ EB CA
HEZCETI9 93

HEZCE7OR =)

BAICETOR L]

HEICEFOC SE

BAZCEFo0 93

HEAZSCEFIE CYBE EBVIRZ1A
BEZCETAS SBAS 2ECEFFFF
HEZCETAF Al FE2lEB418
HBAZCETES SE48 4@
HBEICETEY 2985 CE9CFFFF
BAZCEYED SBS8E CE9CFFFF
HEICEFCS 8985 24CEFFFF
BAZCETFC Al F2lEB418
HEAZSCEFCE 2B48 &4
pescerhi| €gce BA

is completed when execution

JHP SHORT BBSCEEFT

PUSH @

FUSH DWORD FTR DS: [S07C1E]

MOW EA, DWORD FTR DSz [SE1EEC]
ADD ER:, DWORD FTR DS:[307ALE]
FUSH EAX

PUSH DWORD PTR S5: [EEF-37CE1
CALL BREZAL4AC

AOD ESF, 18

MOL ERM,DWORD FTR DS: [SEGCEC]
MOY OWORD FTR 55: CEBF—3CECT, EAX
CHF OWORD PTR 55: CEBP-3CECT, 0
JE SHORT B@acarss

MOL EAK, DWORD FTR 55 [EEF—SCEC]
CHP OWORD PTR OS:[EAXI, B

JE SHORT B@aCarad

MOU EA, DWORD FTR S5: [EEP—2CEC]
EAX,OWORD PTR OS:LEAX]
ER,DWORD FTR DS:CEAX]
ER,OWORD FTR DS: [SEZ5CH]
ECH,OWORD PTR 55: CEBF—3CECT
EC¥,OWORD PTR O5:[ECH]
DWORD PTR DS:CECH, EAR
EAY,OWORD PTR S55: LEEF-2CECT
ADD EAX, 4

DWORD PTR $5: [EEF-3CECI, EAY

JHF SHORT BESCETES

HCHE ERAX, EBX

FUSH ESI

HOF

POF ESI

HCHE ERAY, EEN

MOU DWORD PTR OS:[1BESTIER], 1BGSECA4
EYTE FTR 55: [EBFP-37EG],

ER, DWORD PTR DS: C18641EFS]

EAX, OWORD FTR OS5: [EAR+46]

OWORD FTR S5:CEBF+FFFFICCE], EAY
EAX,OWORD PTR 551 CEEP+FFEFACCE]
DWORD PTR SS:[EEF-570CI,EAX
EAY,OWORD PTR OS:C18641EFS]

MOL ERH, DWORD FTR DSz [ERM+E4]
IMUL_EAX, EAX, @A

Fig. 19

Oecrypt ion Loop

reach 0x003C8799 / OxO00F88799 (offset

BRICAFIE
BAICIFIE| ~
BEZCET20
AAZCET2F
AB3CET3S
BEZCETEH
AEZCIF4E
BE2CIF41
BRICATS7F
BEICEF4C
BEZCE74F
ARZCETE4
AEZCETSH

8935 23C3FFFF
EE CA

SH B8

FF35 187C30ea
H1 EC1E3ERA
B35 187AS0EE

=1

FFBE 22C2FFFF
EZ &B20FOFF
2204 18

Al SCaczEsa
52385 24C3FFFF
S3B0 24C3FFFF

BEZCEFEL |~ 74 36

AEZCIFED
BEICIFES
BAICATEC)
BEZCEFEE
BEZCET 74
AAZCETPE
ABZCET TS
AEZCEFFE
BEICEFE4
BRICATIE
BEICEFIS
BEZCETEE
AAZCETI1

BEIC2FIR
BRICEFIC
BE2CEFI0
BEZCETIE
AAZCETRS
ABZCETAF
BEZCETES
AEZCEFEF
BEIC2FED
BRICAFCS
BAZCEFCS
BEZCETCE
AAZCET0L

BESE 94C3FFFF
e
S4CIFFFF

CEESIERR
S4CZFFFF

S4CSFFFF
a4
 FACIFFFF

Creg EavresDen
SEARS ZACSFFFF
H1 FZ1E3EBA
SE48 48

2935 C33CFFFF
22t C23CFFFF
2935 24C2FFFF
Al F21E3EAA
SB40 &4

GECE @R

HMOU DWORD PTR 55: [EBP-2CE21,ERX
JMP SHORT BB2CREFF
FUSH &
FUSH OWORD PTR DS5:[307C1A1]
MO ER:, OWORD PTR D5:LC3E1EEC]
HOD ERX, OWORD PTR DS:C207AL1E]
PUSH ERX
PUSH DWORD PTR SS5: [EBP-27C21
CALL @a3Ai4Ac
AOO ESP, 18
MO ERX, OWORD PTR DS: [3EBCSC]
MO DWORD PTR 55: CEEP-3CECT,ERX
CHMP_DWORD PTR 55: [EBP-3CECT, B
JE SHORT BASCS733
MOU ERX, OWORD PTR S5:[CEEP-2CEC]
CHMP DWORD PTR DOS:[EAKXI,H
JE SHORT BR3cayss

ER¥, ONORD PTR 55: [EBP-2CEC]
EAX, DWORD PTR DS:LEAX]
EAX, DNORD PTR DO5: CERHX]
ERX, ONORD PTR DO5:[3E23CA]
EC¥,0WNORD PTR S5:[EBP-2CEC]
ECH,OWORD PTR OS:[ECK]
OWORD PTR DS5:[CECK], ERX
EA¥,OWORD PTR 55: [EBP-2CEC]

HOD ERX, 4
55: [EBP-3CECT, ERX

o

OWoRD FTR
JMPSHORT BASCSYES

ACHG ERX,EEX

FUSH ESI

HOP

FOP ESI

ACHG ERX, EBX

OWORD FTR _DS: [3D7V2EQ], 3DS5A4
EYTE PTR S55:[EEFP-37EA],H

ERX, ONORD PTR D5:[3E1EFS]

EAX, OWORD PTR O5: [EAX+4E]

OWORD PTRE S55:[CEEP+FFFFCCE2], ERX
EAX, OWORD PTR S5: [CEBP+FFEF2CCE]
OWORD PTR S55: CEEP-3F0C], EAX
ER¥,ONORD PTR D5:[3E1EFS]

MO ERK, DWORD PTR DS: [EAR+541]

IMUL ER=.ER=.BA

Fig. 20

Oecryption loop

ASCII "E2"

Now step again a little bit using F8 until you reach the address 0x003C8C91, from this point
we have the IAT destruction cycle from Armadillo, in this place you can place the magic jump

10
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which is able to recover the major part of the IAT entry, used during the manual unpacking
approach [1], now scroll down into the code and skip the antidebug control (GetThickCount API
calling) by change the JBE instruction into a unconditional jump instruction (JMP) at address
0x003C9061.

Now you can place a memory breakpoint in 0x003C9125 / 0x00F89125 (offset 0x0029125)
and press F9 in order to skip all the IAT scrambling cycle.

Step again through the code by using F8 until you reach the address 0x003C957A, there is
another decryptation loop but Armadillo code is able to detect our JBE - JMP trick used to skip
the GetThickCount API call and the subsequent decryption isn’t correct anyway, to continue the
code analysis simply place an hardware breakpoint in 0x003C957A and restart the target by

using the CTRL+F2 keys. Run the target until OllyDbg break into our breakpoint:

BAAICIETE]~ EB CH JMP SHORT BA3C9544

&A HE FUSH &
BERICIETC FF3E 147C2DAa | PUSH DWORD PTR DS:[207C141]
BEICIEE2 Al EC1EZEAB MOU ERX,.DWORD FPTR DS:[EELEEC]
BERICo5ET BI85 147AZ0@0 | ADD EAH.DWORD PTR DS5: [30FA141
BEICI5E0 =15] FUSH ERA
BEICI5EE FFES EBCEFFFF | PUSH DWORD FTR SS: [EEBP-392@1]
BERICI59 E2 13VFFDFF CALL BA@E3A14Ac Decrypt ion call
BEAZICI599 23C4 1A AOO ESP, 18
BEICI5AC Al 9EECIERS MOU ERE, DWORD PTR DS: [ZEACSAE]
BazCIsA1 2985 @ABEBFFFF | MOU DWORD FPTR S5: [EEF+FFFFEGBRE], ERX
BEICIEAT 83B0 BEBAFFFF | CMP DWORD PTR 55: [EBP+FFFFEG@@E], B
BEZCYEAE T4 S5 JE SHORT @@3C3EES
BEICIEER SESE BEBBFFFF | MOV ERX,.DWORD FPTR S55: [EEF+FFFFEQEE]
BRSCEEE 8333 @a CHF DWORD PTE DOS5:[ERX], 8
BERICIEED 74 ZB JE SHORT BBSCISES
BEAZICIEER SESE B@BEEBFFFF | MOU ERX,.DWORD PTRE S5: [EEP+FFFFEGEE]
BEICIEC] SBAE MOU ERX, DWORD PTE DOS: LEAX]
BER3CIECE SE@AE MOU ERX, DWORD PTR DOS: [EAX]
BEICIECE HEE5 CAZ3ZE@A | ADD ERX,DWORD FPTR DS: [3EZ23CH]
BEZCsCE 2SBS0 BEEBFFFF | MOY ECH.DWORD FPTR S55: [EEF+FFFFEQEE]
BE3CIE01 SEAS MDY ECH, DWORD FTR D0S: [ECK]
BER3Cs03 a9a1 MOU DWORD PTRE DS5: [ECK],EARX
BERICIE0E SE2E AEEBBFFFF | MOU ERX,.DWORD PTR S55: [EEF+FFFFEEEE]
BEA2C9E0E 23CA ag AOO ERX, 4
BE2C9E0E 8985 EEEBFFFF | MOU DWORD PTR SS5: [EEF+FFFFEQEE], ERX
BE2CEEY EE CA JHMF SHORT Ba3C9SEd
BEICISES =1 FUSH ESI
BEICsEY &67:EZ B0 JCHE SHORT @@3C3SEA
BEICISER 5E FOF ESI
BEICISER 15 SEFSFDES AOC ERX,. &3FOFSSA
BERICIEFE aC FLUSHFD
BEAZICIEF 1 EC IM AL,DX I-0 command
BEICIEF2 C2 F5¥1 RETH ¥1FS
BEZCIEFE 5F FOF EDI
BEICIEFE AA STOS BYTE PTR ES:[EDI]
BESCISFT| FA Gl

" Fig. 21

Place a memory breakpoint on 0x003C95E6 and press F9 in order to run all the cycle:

Fig. 22

HEZCE572| 8985 8d4BAFFFF | MOU DWORD FPTR S5: [EEF+FFFFEBE41, ERX
BEZICASFE|~ EB CA JMF SHORT 88303544
BEZCYEFH) &R B8 PUSH @
BEZCAEFC) FFES 147C306ER | PUSH DWORD PTR DS: [307C14]
BEzZC2822) Al ECIESERA MOU EAX,DOWORD PTR DS:[2E1EEC]
BEZCASEY) @285 14FAS0ER | ADD EAX,OWORD PTR DS:[207A141
BEZCISE0| 58 PUSH ERX
BEZC25EE| FFBES EBCGFFFF | PUSH DWORD PTR S55: [EEP-39281
BEZC2594)  ES 13FPFFOFF CALL 883H14AC Decruption call
BEZCEE99) 8304 18 ADOD ESF, 18
BEZCAE9C) Al 98AC2IERR MU ERX,OWORD PTR D5: [2EACIE]
BEICISAHL 2925 BEBAFFFF | MOU DWORD PTR SS5: [EEP+FFFFBEEA], ERY
BEZCAEAT) 22ED @BBAFFFF o CMP DWORD PTR 55: [EBP+FFFFEGGE]1, 8
BEZCISAE |~ 74 36 JE SHORT BEAICISES
EEZC9SED)  SESS BOEAFFFF | MOW ERX,DWORD FTR S5: [EEF+FFFFEGE0]
BEZCPSES| §335 88 CHP DWORD PTR D5: [ERX], A
BEZCISES -~ 74 2B JE SHORT BAASCISES
BEZCIEEER| BEES @BEBAFFFF | MOU EAX,DOWORD PTR S5:[EEFP+FFFFEEEA]
BEICISC] 2BEEE MU ERX, DWORD PTR DS:L[EHA]
BEZCASCE) BEGE MOU EAX,OWORD PTR DS:[EAX]
BEZCISCE| A2ES CA223EBR | ADD EAX,DOWORD PTR DS:[2E23CA]
EEzC9sCE)  SESD BOEAFFFF | MOW ECK,DWORD FTR S5: [EEF+FFFFEEE0]
BE3CI501 SEE2 MOW ECH,OWORD FTR D5:[ECK]
BE3ICIS03) 8981 MOU DWORD PTR D5: [ECK], ERX
BEZCEE05)  SESS @BEBFFFF | MOU EAX,DOWORD FTR S5:[EEF+FFFFEGEA]
BEZCIS0E| 2308 84 ADOD EAX, 4
BEZCOS0E| 2985 @EBEFFFF | MOW DWORD PTR S5: [EBP+FFFFEGEEEI, ERX
AEZCICE4 )~ EB CA JHMP SHORT BE2C9ERA

=) FUSH ESI
BEZCPSET e7iEZ B8 JOKE SHORT 8a3C9%ER
BEICISER|  5E FOF ESI
BEZC2SEE| CYES E@V9s0Ea « MOU DWORD PTR DS5: [3079EE], 305544
BEZCEEFES] Al DAZISERA MO ERX,OWORD FTR D5:[3EZ306]
BEZCIEFA| BEEE FAs2DBEER | MOU EAX,DOWORD PTR DS:[CEAX+20F@]
BEZC95EE| 2985 BECSFFFF | MOV DWORD PTR SS: [EBP-220@1, EAX

11
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Remove the memory breakpoint and step again with F8 until you reach in 0x003C9B1E

another decrypting loop:

AAZCABIC|~ EB CH
&H @8

BEICIE2A
BEICIAB2E
BEZCIEZE
BE3ICIES1
AEAZCAESS
BEZCIAESE
BEICIE20
BEICIE4E
BEICIB4E
BEICIB4E
BEZCIESS
BE3ICIESY
BEZCIESH
BEZCIEED
BEICIBEF
BEICIBEE
BEICIABET
BEZCIEET
BEICIBEF
BEZCIETS
BEZCIETT
BEICIES
BEICIEFE
BEICIBSE
BEICIB2E
BEZCIESH
BEZCIESC
BEZCIES0
BEZCIESF
BEICIEAE
BEICIEST

to skip also this loop place a memory breakpoint in 0x003C9B8A and press F9:

o

FF35 187C2006
A1 EC1EZERA
ESBE 157FAz0Ea
FFES FBCEFFFF
E2 &FV2FDFF
22C4 18
A1 S4EC2ERR
2935 B29FFFFF
23BD BS9FFFFF
74 36
SB35 BS9FFFFF
S Ba
E
B23FFFFF
CBz33E8a
E32FFFFF
B29FFFFF

a4
BSSFFFFF

F3
21CE BBEZ2926:2
7E C&
IB3Z

JMP SHORT BR2C9AES
FPUSH @

FUSH DWORD PTR DS:[307C181

MOU EAX,OWORD PTR DS:[2ELEEC]

ADD ERX,DOWORD PTR DS:[307ALS]

PUSH ERH

FUSH DWORD PTR S5: [EEP-391@1]

CALL 883A14AC

HOO ESP, 1A

MOU ERAX,OWORD PTR DOS: [2EACS4]

HMOU DWORD PTR 55: [EBP+FFFFSFE2]1, ERX
CHMP DWORD PTR 55: [EBP+FFFF3FEZ1, 8
JE SHORT B883C9ESH

MOY ERX,OWORD PTR 55: CEEF+FFFF2FES]
CHFP_DWORD PTR D5: [ERx], @

JE SHORT BAICIESA
MO ERX,OWORD PTR S5: [EEBP+FFFFIFBER]
ERX, OWORD PTR D5: [EAX]
ER¥,OWORD PTR DS5: [EAX]

ERx, DWORD PTR DS: [3E23CA]
ECx,OWORD PTR S55: [EEF+FFFFIFES]
ECx, OWORD PTR DO5: [ECK]

OWORD FTR DS:[ECK],EHX
ER%,DWORD PTR S5: [EEP+FFFFIFES]

ERX,. 4

OWORD PTR S5: [EBP+FFFFSFEZ21,ERX
SHORT @83C9BS4

HEHE EEX,ESI

MOF

ACHG _EB®,ESI

OR ESI,e=92EZER

JLE SHORT BRICIEED

CHP ESI.OWORD PTR DS:L[EDR]

Fig. 23

Decryptat ion call

have

BOZLoE1E| 985 BLOFFFFE | MOU DWORD PTR S5: [EBF+FFFFSFECT, EAR

BRSCSEIC|~ EE CA JHP SHORT BESCOAES

BRSCSEIE|  G6A_ B9 FLSH &

BASCSEZE|  FF35 187C3080 |FUSH DWORD FTR DS:[307C1E]

BAZCOEZE| Al ECIESESE | MOU ERM, DWORD PTR DS:[3E1EEC]

BRSCOECZE|  BI8E 1STASDEE |ADD ERM, DWORD PTR DS:[307A12]

BRICIES1| 56 PLSH EA%

BEAEICIEIE FFES FBACEFFFF | FUSH DWORD FPTR 55:[CEBFP-291@1]

BEICSESE|  ES GFFPSFDOFF | CALL BE3A14AC Decryptat ion cal |

BASCSES0| 8304 16 AOD ESF, 16

BASCSESE| Al S4BCIEEE | HOU ERX, DWORD PTR DS: [SEECS4]

BASCSE4S|  §985 BSSFFFFF | HOU DWORD PTR S5: [EEF+FFFFSFES], ERAX

BAZCSE4E|  S2B0 BSSFFFFF | CHP DWORD PTR S5: [ERP+FFFFSFES], B

BAZCIECE | P4 26 JE SHORT BE2CIESA

GOSCOECS) SBSS BSSFFFFF | HOU ERM, DWORD PTR SS: [EBP+FFFFSFES]

BEAICIESH 2332 Bo CHF DNDRD FTR DS:[EAX],

BESCIESD| v 74 2B JE SHORT BESCSESA

BASCSESF|  SBSS BSSFFFFF | HOW ERX, DWORD FTR S5: [EBF+FFFFSFES]

BASCOEES|  SEEE MOL ER, OWORD FTR OS: [EAX]

BRZICOEET|  SE@ MOL ER, OWORD FTR DS: [EAX]

BAZCOEES| BI85 CE22SEGR |ADD ERM, DWORD PTR DS:[3E23CE]

BRSCOEEF | SBSD BESFFFFF | MOU ECH, DWORD PTR SS: [EEF+FFFFSFES]

BRSCIETS|  SE@ MOL ECH, OWORD FTR DS: [ECH]

HEAICIETT 2981 MO DWORD PTR DOS5: [ECK],ERAX

BEICOETS|  9B9E B99FFFFF | MOY EQM,DWORD PTR 55: [EEF+FFFFSFES]

BASCSETF| 8206 @4 ADD ERY, 4

BASCSEEZ| 9985 BSSFFFFF | MOU DWORD PTR SS: [EBP+FFFFSFES], EAX

EASCSEEE |~ EE CH JHF SHORT BESCSES

S7F3 MCHGE EEH,ESI

EEEE=T T MNOP

BRICIES0|  SFF3 HCHG EEM, ESI

BEAICIESF Cyas E@v@230hmE « MOU DWORD PTR D5: [2072E@], 302546

BEZCSESS| AL FCIESES@ | HOW ERR, DWORD PTR DS: [3E1EFC]

BRSCSESE|  SEEE MOL ER, OWORD FTR DS: [EAX]

BASCSEAE| 985 2SCSFFFF | MOU DWORD PTR S5: [EBF-370S1, EAX

Fig. 24

Remove the memory breakpoint and start again with F8 after some step we are into some
scrambled code, step until you reach the O0Ox003CAOAB address, we
WriteProcessMemory API call:

EEE=TeI=T=] IS FOPAD

FF35 &Cz2z23008 |PUSH DWORD PTR DS:[30226C1] kernel32.Wr iteProcessMemory

HEZCABE L EZ 168248808 CHALL B&3CC4Cs

BEICABES| 59 FOF ECH

BESCABET| 8885 48CEFFFF | MOV BYTE PTR S5: [EBP-37BS1, AL

BESCABED| 56 FUSH_ERAX

BESCABEE| FrO@ MOT EAX

BESCABCE|  BFCE ESWAF EAX

BRICABCE| G FOP EAM

Fig. 25

a
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Skip another loop by placing a memory breakpoint in 0x003CA15C and press F9 the target will
be start.

Now is time to found a good point where we can apply our patching, first thing may be after
the IAT rebuilding, now the target is unpacked, last work is about possible CRC checking, this
will be cover later.

Well, press CTRL+F2 to restart the target and place one hardware breakpoint in 0x003C9125 /
0x00F89125 (offset 0x0029125 from the base address), this place is just after the IAT
writing. Run the target with SHIFT+F9 and when OllyDbg break press F8 once in order to skip
the jump, this place may be good to take redirection to our final patching cave. When OllyDbg
break we can take this offset (0x0029284) to apply your final patch (target patching):

FFES S4CSFFFF FUSH DWORD PTR S5:LEEP—SrCC]
GEFSSZS0|  ES SSSEFOFF CALL BEFE1ZE4
BEFZ9ZEF| 59 POF ECH
BEFS9296|+ EE B3 JHP SHORT @BFSS295
BEFZ9252| D6 SALC
BEFZ9293| D6 SALC
AEFZ9254| SEA1 SCECFASE MOU ESF,OWORD FTR DS: [ECK+FABCSC]
BEFZ929A0| 9995 2EBEFFFF MO DWORD PTR SS:[EEP+FFFFEG2E81, EAY
BEFZ9208|  S3ED 2SBEFFFF 88 CHP_DWORD PTR SS: [EBP+FFFFEA22], B
ARFE9 207 .. 7d o3& AR SHART GAFES2N
Fig. 26
Address Patching
50301F MOV AL,1
4F2CA7 change to JMP
44C698 change to JMP

Well, first break must be in 0x00546913 to capture the base address for the allocated memory
area but now, if you remember, we have also to find the point where the allocated memory
area will be written, to do this, when you’re in 0x00546913 press ALT+M and place a break on
access into the new allocated area then press F9. OllyDbg will break in 0Ox0055A3A3:

HBHSEAZAL] .~ F2 29 JE SHORT swdoctor.BESSASCT
. F2:R5 REF HMOLS DOWORD PTR ES:[EDIJ,DWORD PTR OS:[ESI]
HHEEEAZAS| . FF2495 JMF DWORD PTR DS: [EDX*4+55H4BS
ERSEAZAC) »  SBCY MO ERK, EDI
EASEAZAE| «  BA B38RE8a8 | MO EDH.S
HERSEAZES] . S3E9 B84 SUB ECH, 4
HOSEAZBE| o 72 BC_ JB_SHORT swdoctor.BBSER3C
Fig. 27
Now look into the stack:
BABEAEEEA

BE1Z0ECH| BR1ZFF2C
BE120ECH | FEALZ0OF4C
BE1206CE || BA5456941| RETURM to swdoctor. BES46941 from swdoctor. BESEAZFE
EElzZ0eCl) | BaFcBaaa
AE1Z20608| | BRECBAA4S
BE1Z20E04 | | BRBE 1888

Fig. 28
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go to the address 0x00546941, place a memory breakpoint and press F9:

BEE4EEFE|] o FéDl MOT ECH
GEE4ETEE| . &R B4 PUSH 4 Frotect = PAGE_REROWRITE
BEE4E2E2) . 62 DBlaagas | PUSH 1008 AllocationType = MEM_COMMIT
EEE4E2E7| . SEBSS Fa MO EOX, OWORD PTR S5: [EEP-1@1
BEE4E98R| . 52 FPUSH EDX Size
GEE4ESEE| . &6H @8 PUSH @ Addres=s = HULL
HES459E0) . FF1E GCARSEAI CALL OWORD PTR DS: [<&KERMELZZ.UirtualAllocx] [LUirtualAl loc
. 2945 EB HMOY OWORD PTR S5: [(EBP-zZB1],ERX EAX = base address
EEE4E21a) » 8370 EB B8 | CHP DWORD PTR 55: [EBF-Z@1,8
GEE4ES1A| = FE 11 JHZ SHORT swdoctor.@8546920
BEE4E21C) o CPES GCeCERE MOU DWORD PTR D5: [526CECT, 2
BEE4E928) . 33CA HOR ERX, EAX
GEE4ES2S) .~ E9 F2O28888 | JMP swdoctor.88S46C1F
GEE4ES20| > SEB45 DS MO ERX,OWORD PTR S5: [EEP-2%51]
ERE4ES2H) . SBd4E BC MO ECH, OWORO PTR DS5: [EAR+3C]
BEE4E933) . 51 FPUSH ECH
GEE4E924| . SEBSS DA MO EOX, OWORO PTR S5: [EEF-26]
BEE4E937 . 52 FUSH EDX
GEE4E925) . SEB45 EA MOL ERX,OWORDO PTR S5: [EEP-ZH]
BEE4E93E) . 5@ PUSH ERX
HES45930) . EZ 2F3AE10H | CALL swdoctor.BEEEA3FA Write into the allocated memory area
BES46941| . §3C4 A8C ROD _ESF, BC
BES4E944 | . FA @7 J0 SHORT swdoctor.@8546940
AES4E94E| .~ FC B3 JL SHORT swdoctor.B854694E
GEE4E945| =~ EB B5 JHMP SHORT swdoctor. B8S4694F
BEE4E34H ES DB E=
BEE4E94E) > ¥4 FB JE SHORT swdoctor.B8545942
BES4E940| > EB F9 JHMP SHORT swdoctor.B8546943
Bo54534F| > 3840 ES MO ECX,DWORD FTR_S5:[EBP-18]

Fig. 29

Now we can check if the code about the first layer is unpacked, press CTRL+G and write a
address equal to the base_address+0x00281B5.

Code isn't unpacked then we’ve to step again with F8 until you're in 0x005469B2:

BOCAEITE] 7 E1 FOPAD
BEC4ESST| ¢ BE4S Fd MOU ER, DWORD PTR S5: [EEP—C]
BEE4ES50| . SB4E 1@ MOU ECH,DWORD FTR DSt [EAX+1@]
BEC4E950| . El PUSH ECH
BEC4595E( | SEEES F4 MOU E0, DWORD PTR S5: [EEF-C]
BEC4E3AL( o SE4E D@ MOU EAX, DWORD PTR S5: [EEP-3@]
BEE4E9R4) o B34z 14 ADD ER,OWORD PTR D5:LCEDH+141]
BES4E9AT| . E@ FUSH_EA
BES4ESAZ| . BE4D F4 MOU ECH,DWORD PTR S55:[EEF-C]
BEC4ESAE| . SESE E@ MOU E0, DWORD PTR SS: [EBP—2@]
BEE4ESAE| | |BEE1 80 ADD EDX,DWORD PTR DS: [ECH+C]

. |52 PUSH EDX

% YES BO9oB1EE |CALL swdootor.BBEEASTE

Y AOD ESF, GC
HEE4E9EA] . SB45 F4 MaW ERX,DOWORDO PTR S5: CEEP-C]
BES4E9ED| . SECE 28 AOD ERX,
BES4ESCE| . 5345 F4 MOY CWORD TR S5:[EEF—C1,EAX
BES4ESCE| .~ EE A4 JHF SHORT swdoctor, BES4ESES
BEE4ESCE| > SE4D EM@ MOU ECX,DWORD FTR S5: [EEF-2@]
BEC4ESCE| | ZB4D0 OC CHP ECX,DWORD PTR SS: [EEP-24]
BEC4ESCE| v BFE4 ES9EEEE| JE swdootor.BES4ERER
BEC4E301| . E@ PUSH EAN
Fig. 30

after this call the code about the first layer will be fully decrypted.
Place a memory breakpoint (F2) at 0x005469C5 and press F9 we have some interesting
thinks:

BES4E2AE| o | B351 aC ADD EDM,.OWORD FTR DS: [ECK+C]
BES4E2EL( . | 52 PUSH EDX
BES4E2EZ| > | EE B9398188 | CALL swdoctor. BESSASYA
BES4E9EF o | 8204 @C ADD ESF, @C
HES4ES9BA| . | BB4E F4 MOU ERX,.DWORD PTR S5: [EEP-C]
AES4E9E0( . | B2CE 22 ADD ERAX, 22
BES4E9CE( . | 89945 F4 MOU DWORD PTR 55: [EBP-CI,ERX
HEC4c2s| .| EBE R4 JMP SHORT swdoctor. 88545253

» +3B40 ERB MOU ECk,.OWORD FTR 55: [EEP-28]
HEE4eECE] . SB4D DC CHF ECH.0DWORD FTR S5:[EBFP-241
BES4E2CE| .~ BF24 E988R88 JE swdoctor. ABL4EABA
BES4201( . 5@ PUSH _ERX
BES4E6202( . F7D@ HOT ERX

HAECE BEohlae Eoi

M5TE ]G T

Stack 55:[0012072CI=00FcEE@E
ECH=BBa8E80E

Jump from BES4696F

Fig. 31

In [EBP-20] we have the base range address (take care the address is 0Ox00F60000 and may
be different from the previous one, this is due to some restart into the code during my first
analysis).
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Now we know all the layer which have to pass before reach the unpacked target code and also
when the first layer will be fully decrypted then we are ready to start with in-line patching.

4. In-line patching (part I)

First of all we have to save the base address in a safe place, to do that we have to found a free
space inside our target where to redirect the execution from the Armadillo area. Run LordPE
and use the PE Editor feature with the swdoctor.exe, take a look at the sections:

[ Section Table ]

M amne Wffzet WSize R Offzet RSize Flags -
Teloc 00120000 OO00FE 28 Q0007000 Q0010000 AO000040

et 00130000 00040000 Q0011000 Q0031000 EQO00020
.adata Q0170000 Q001 0000 Q0042000 Q000000 EQQQ0020

.data Q0180000 00010000 Q004Fo00 Q000A000 Cooooo40

Telocd 00130000 00010000 Q0053000 Q0003000 42000040

.pdata 00140000 00110000 Q00sCoo0 00106000 Cooooo4o

NE [ Q02E 0000 Q00CT 000 Q0162000 Qo0acooo S0000040 -
1 3

Fig. 32

Go to OllyDbg and into the dump window press CTRL+G and write 0x570000 (we check the
.text section), scroll down into the code and as you can see from 0x00560ADO to the end we
have a lot of free space, the we can start our first patch cave from address 0x00560B00.

Restart the target by using CTRL+F2 and remove all breakpoint (memory and hardware), then
simply put a memory breakpoint into the our first redirection point in 0x005469C5 then press
SHIFT+F9 and wait when OllyDbg break.

Now we can place a jump to our first cave code located at 0x00560B00:

EES4E2CE] o 8945 F4 MO DWORD PTR SS5:[EEP-CI1,ERX

BEE4EACE .~ EB A4 JMP SHORT swdoctor. B8545969

BES453CE «-ET SEA1E160 JMP swdoct or . BAESHEBDRE Jump to our first cave
BES4EACH =15} HOF

FEE4ESCE| .| BFS4 E98REREE JE swdoctor. BEE4EHEA

BES4E901( . | 5@ FUSH ERX

gas4esbz] . | E7DE HOT_ER:_

Fig. 33 First redirection.

And write the first patching code (redirection from Armadillo static code to our cave area),
redirection is made also to skip the CRC check, this will be show later, now keep it just as a
example for the first patch cave:

BESEEACO, . EEEEEEEE OO BEEEEEEE Feturn address (from cave to Armadillo codel address
BESEEADL | . BEEEEEEE OO0 BEEEEAEE Base address storing register

BESSEADS) > &6:CYBES CEES! MO WORD PTR D0S5:[5469C51,403E First cawve, restore

BESSEADE) o 66:CYBES CPES! MOU WORD PTR OS:[5469C71, ZBEA the original

BESSEREY| o 66:CYES CE9 MOV WORD PTR D0S:[5469C91, 80040 code at the pedirection

BESSERFE) . 6@ FLUSHAD Sawe the registers

BESSERFL) . 9C FUSHFD Sawe the flags

AEEEEAFZ) . SB45 EAB MO ER&, OWORD PTR _55: [EBP-2A1 Retriews the base address

ARSAEAFS|] . A3 D18RS&E@E | HOL DWORD PTR DS: [S&AA011,ERR and sawe it in S6ARA01 for future reference
AEEEEAFA| . CPS8E 4E1CE281 MOU OWORD PTR DS: [ERX+21C4E],S&EE1SEE Write the first redirection —> PUSH B:BE5EAE1S
AEEEEEA4 | . CP8E S21Cez281 MOU OWORD PTR DS: [ERX+21C521,9896C388 Write the first redirection —-*RETH

AASEEEBRE| . 90 FOFPFD FRestore the flags

AASEREAF| . &1 FOPAD Festore the registers

HESEEELE| o~ B9 BEEEFEFF | JMP swdoctor. BB5463CE Return to the main (staticl code

Fig. 34 First cave (first redirection)

If you run this code step by step using F8 first the original code at the redirection address will
be restored and then the code at the end of the first decryption loop is changed to redirect the
flow from Armadillo code to the second cave section which start from the address 00560B15.
To check it step with F8 until you reach the address 0x00560B45 and then check the code at
the end of the first decryption loop.
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_ F  BE:LrEG CLEol MOU WORD PTR D@ L4600 ], 4060 First cave, restore
BASSEADE G651 CFPES CFP& MOU WORD PTR OS:[54&9CF]1, 3BEA the original
BASSEAEY| . &E:CFPES CP& MOU WORD PTR OS:[54&9C91, BOC40 code at the redirection
HEEEEAFE| . &8 FUSHAD Save the registers
BASSEAF1| . 9C FUSHFD Save the flags
AESEEAFZ| . SBE4E EA Moy ERH, DWORD FTR S55: [EEF-Z@1] Fetriswe the base address
BBESBHFE . A2 D18ASEAE | MOU OWORD PTR OS: [S&EAAD11, ERX and save it in SEEAO1 for future reference
A . CF88 4E1CE2EN MOY DWORD PTR DO%5: [ERR+Z1C4E],S56BEB1568 Write the first redirection —» PUSH DnBBS&EELS
88568884 . CY8a BEzZ1cozen MOU OWORD PTR D5: [EAX+21CEZ2], 989@C386 Write the first redirection —*RETH
BESSEERE| . 90 FOFFD Restore the flags
BESSHERF =38 FOFAD Restore the registers

BEEEEELE| .~ ES BESEFEFF | JMP swdootor.BOS4630C5

Feturn to the main (static) code

D5 [AAEC1C4E1=FERB423553

Address [Hexw dump Dicsassembly Comrent
BEHIC1C4E 8935 B4FEFFFF | HOW DWORD PTR 55: [CEEBF-14C1,ERX

BEIC1CE4 3ECE CHF ERX, EBX

BEZCICEE |~ 74 19 JE SHORT @e3cicrl

BEIC1CES SERS MO ECH, OWORD PTR DO5: [ERAX]

Fig. 33a Execution of the first redirection and patch code.

»  B6:C7FBE CE&9! MOV WORD FPTR DOS:[E4&3CE], 4D2E

BEECER0E S5: CPEE CYed! MOV WORD PTR DS:CS5469CF], 3BEG
BESCEHET S5:CFEE CO89 MOV WORD PTR DS:[S489C91, 80C40
BESEEAFA =1} FLSHAD

BESCEAF 1 oC FUSHFD

BESSEAFZ SB45 EB MaL ER, DWORD PTR S5 [EEP-20]
BESCEAFS A2 D18ASeEE | MOU DWORD PTR DS: [S&EAD1],EAX
BESCEAFA Crea 4E1CEZE MDY DWORD PTR DS: CERAW+Z1C4E], SEEB1SEE

HEHE S HE RS

BASCEEOF| . Bl FOFRAD
HECCEELE) L~ EY BESEFEFF | JMP swdoctor. BES4E3ICE

CyeE E21Caza MOU DWORD PTR DS: CEAX+21CEZ], 9896C28E8
o0 FOPFD

First cave, restore

the original

code at the redirection

Sauve the registers

Save the flags

Fetriswe the base address

and sawve it in S6BA01 for future reference
Write the first redirection - PUSH BnbBSSEELS
Write the first redirection —*RETH

Restore the flags

Festore the registers

Return to the main [(static) code

Stack [BE1206E4I1=@EE00Z4E (00 DB TE 58 21 AB P1 CO)

Address | Hen dump Disassembly Comment
BAZCIC4E 58 1EHESGEE FUSH E&HELE

BE3C1C53 C3 RETH

BA3IC1CE4 L] HOP

BA3ICICES L] HOP

BEZCICEL(~ 74 19 JE SHORT @@3Cicyl

BA3ICICESR SE@S MO EC, OWORD PTR D5: CEAX]

BA3C1C5A SBCE CHP ECH,EBX

Fig. 33 b Execution of the patching instruction fro the first layer.

Now save the injected code by right click and Copy to executable in order to check the target

behaviour with this first in-line code.

BEEEEE1E

Toifooeacoctioapse DAk comment
Jump from BES4EICE Breakpaink

Hit trace

Address |Hex dump
BEEC1C4E Eg 156E Run trace

fpoCitesl oo

e | Mew origin here
HEZCICEG(~ 74 19 [=tu ) {u}
HE2C1CER SEA2

HEZC1CEAR SECE Follaw in Dump

BEICICEC|w 74 15
BEICICEE| EB1S Cg

BESCICES| Biil Search For
AEICICEE| S22CE 64 )

GESCICES| 5985 B4 Find references ko
@EICICEF|~ EB ET
@EICICFL|  EFCE
AEICICFS| 9@
AEICICTE|  27CE
BEICICFE| 297C14
@E3CICFA| D4 FE
BESICICFC|w EQ 739

Analysis

BEICICFE[ 92
goscicer|  pe pars  Dookmark
aa3ciced ED Durmp debugged process

BE3CICEE(  CE

HE3SCICEF |~ 79 45
BEIC1CES 2e82 01
BESCICEF| S0 Appearance
aeicicsa|  dorc

BESCICas( 4E Generake Function Flowchart

> LE6: CPES CSE5! HOU WORD PTR DOS: [54&9CE], 405E First

HESERHOE BE:CYAS CFAAS MO WNRN PTR NS: T54R9C7 1. 3RFA the or
HEESHAET BE1CY Backu » code a
BEEEEAFE £ P Save ©
BESEEAF 1 aC Copy , Save t
HESSEAF 2 SB45 Retris
HESEHAFS A2 01 Binary » and sa
HEESEAFA C72a H1EES lrite
HESEHEES C7aa Aszemble Space IC3EE W ite

a0 Restor
BESEEEEF &1 Label Restor

Return
i e—]

b Comment

Chrl+Gray *

-

I-0 com
Unknown

Fig. 34 Save the first patch.
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After saving, restart the target with CTRL+F2, and run it with SHIFT+F9, we get an error

message:

@ This program has been damaged, possibly byw a bad sector of the hard drive or a virus, Please reinstall it

Well this error mean some CRC check inside the code, no problem, press F12 and then with

Fig. 35 Integrity check error message

ALT+K take a look into the call stack:

BE12CEOC
B8l 2CEEA
BE1ZCCEE
BE12CC3C
BE12CC48
BE12CC44
BE12CC42
aa1zcCcos
BE120758
BE1Z07ES
BE120F12
BE120F 28
BE12FF22
BE1ZFFAC
Ba1zFF48
BA12FF44
BE12FF43

Double click into the highlighted row (first jump into the dynamically allocated memory aread

TrF4E7F4
TrESRZCO
TrE41BFE
BRAREEE 1
BEEEEEEE
BEF2EE4E
BEEEEEE 1
BEFSZFFA
BAS46282
BEAS4Y74A
BRG47212
BE5 426432
BEEERET1
BE4BE668
QaEE6a888
BR151FaA
BREBEEEA

Fig.

Includes

rFFE@z84

ntdll.iwle lawExecut ion

kernel32.

SleepEx

Timeout = 1. ms

Alertable = FALSE
T kernel32.5leep

Tim=out = 1. ms
Y BOF2EEBEE

Includes

swdoctor.
SwWwdoctor.
swdoctor.
swdoctor.

Aral
Hig2
Hig3
Higd

for the packer) we have:

Place a memory breakpoint and restart the target, when OllyDbg break sure about the call
address, for me I've OXO0F81BAA and I've same address for the original target then we have
to step inside the call (this check is useful to find some redirection trick used by some
protection, if some was wrong the indirect call can take different way from the right behaviour,
and if you don’t do this check all the work may be take very long time in debugging before

discover it).

If you take a look at the call code there is another decrypting loop with end to Ox00F81C71
(offset 0x21C71), to keep short for now follow the code in a similar way which we have do in

BEFE2FFR
BES4EFHE
BEC4EFF?
BEE4721E
BEE4701E
BE4688888
aEea8a888
Ba151FER
BRaaaa8aR

ASCII "MEP™

ntdll.77F4E7FZ
kernel32. FFESHZCTY
kernel32. 7FE41EF@

BEF2EE42

BEFS27FS

swdoctor. BAS4E1FF
Swdoct or. BHAS4 P 745

swdoctor. BAS47313
swdoct or. HAE43E3E
swdoctor. <Modu leEntryPoint »

36 Call stack when the integrity check is triggered.

BES4E1FF FFEE FB
BES4E2E2 23C4 B84
BES4E2EE 2945 FC
BET4E282 2270 EC FF

pac4czac| | sv 74 BB

HES4E2EE 8B5S EC
AEE4E211 () - 8915 1CEFE2EA
EEE4E217 () .~ EB 18
oocdezis|] 3 a3e0 Fo et

CALL DOWORD PTR SS:[EEBP-181
ADO ESF, 4

MO DWORD PTR S5:L[EEP-41,ERX
CHMF DWORD PTR SS:[EEP-141,-1
JE SHORT swdoctor.BAE46219
MOL EDR, DWORD FTR SS:[EEFP-141
MO DWORD PTR DOS:[526F1CI,EDX
JMP SHORT swdoct oy, BAS45229
Gl _DWORD FTR S5:LEBP-41, 1

Fig. 37

our previous analysis then you should have:

AE12CC34
BE12CC34
BE1ZCCE4

BE12074C
BE1z07Ed
BE120F 14
BE120F1C
BE12FF34
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BEF21EAA
SaFS1ERE
BAFS1EAD
BAFS1ERF
BEFZ1EE4
BEFZ1EES
BEF21BBF
BEF21BCA
BEF21BCT
aaFs1ECD
BAFS1ECE
BAFS1ECFE
BEFZ1EDA
BEFZ1E02
BEF21B0A
BEF21BOC
BEF21B0OF
SaFS1EE4
BAFS1EER
BAFS1EEF
BEFZ1EF4
BEFZ1BF2
BEF21CaE
BEF21CAL
BEF21CAC
BEFS1C8E
BAFZ1C1A
BAFSICIZ
BEFZ1C14
BEFZICIE
BEF2ICIC
BEFZ1CIE
BEF21C21
BEFS1CET
BAFS1C22
BAFS1CZA
BEFZ1C28
BEF21C3E
BEF21CIE
BEF21C20
BEF21C3E
BEFS1C41
BAFS1C46
BAFS1C43
BEFZ1C4E
BEF21CES
BEF21CEE
BEF21CES
BEF21CEA
BEFS1CEC
BAFS1CEE
BAFS1CE4
BEFZ1CEE
BEF21CES
HEF21CEF

BEF21CFE
BEFS1C74
BAFS1CTE
BAFS1CT2
BEFS1CTC
BEF21C21
BEF21C24
BEF21C2A
BEF21C20
BEFS1C32
BAFS1C25
BAFS1C3S
BEFZ1C3E
BEF21C3E
BEF21CAE

o~

e

=15

SEBEC

&R FF

63 2328F 9680

&2 EA13F960
&4:Al BEBREERE

=1t ]

&1 3925 BRAEGEG
21EC 44B8ABEEE
g3

1]

=T

2965 EB

C745 E4 B2O0GEG
220B

2950 FC

E2 B98ERREA

&2 &2BEFRGEO
FF15 FPC2BF266
Al E473F96AQ

AZ C423FRBER
C745 D4 FFZBET
2BB0 SHECFREE
8985 EB2FEFFFF

74 12

2B1S CH223FABE
2918

22c1 B84

5930 BSFEFFFF
EE EV

23

FF35 E47EBF266
A1 EC1EFRBR
2BB0 E479F266
BaCc1

ca

FFFS D4

ES &&FSFDFF
33C4 18

Al &ABCFREA
898% B4FEFFFF

4 132
SE1S CA23FREE
ai11

23CE B84
2935 B4FEFFFF
B EY

avCe

L]

SYCE

SEFD 83

SB47 18

A2 BC1AFABA
2BFY 28

2935 BC2SFAGEE

2B47 B2
A2 FS1EFREE

PUSH EBP

Moy EEF,ESF
FUSH -1

FUSH BF9:2525
FUSH BF913ER
MOW- ERE, DWORD
PUSH ER:

MOU DWORD PTR
SUB ESP, BA44
FUSH EE=

FUSH ESI

FUSH EDI

MOU DWORD PTR
MOU DWORD PTR
“OR EBH,EBR
HMOU DWORD PTR
CALL @8Fg29eD
FUSH BFRBESS
CALL DWorRD PTR D5:[F92@87C]
MOU ER:, DWORD PTR OS: [F979E4]
MOU DWORD PTR DS: [FR=3C41,ERX

PTR F5:[81
FS:[81,ESP

S5: [EBF-181,E5F
SS:[EBP-1C1, 2

S5: [EBP-41,EBX

MOU DWORD PTR S5: [EBP-2C1, 2CEBV28FF

MOU ECH,DWORD PTR OS: CFABCEE]
MOU DWORD PTR S5: [EBP-1421,ECH
CHP ECH,EBEX

JE SHORT BEFSICZEZ

MOY ERH, DWORD PTR DOS: [ECK]
CHMP_ERX, EBR

JE SHORT BAFSI1CZ2

MOU EDE, DWORD PTR OS: [FHZ3CA]
SUB DWORD PTR DS:[EAX],EDH

ADD ECH, 4

MOU DWORD PTR S5: [EBP-14281,ECH
JHMP SHORT @aFsicla

FUSH EBE=

FUSH DWORD PTR D5:[F97EE4]

MOU ER:, DWORD FTR OS:[CFHIEEC]
MOW ECH,DWORD PTR DS:[F979E4]
AOD ERH, ECH

PUSH ER:

PUSH DWORD PTR SS5:[EEBP-ZC]
CALL 88F&l14AC

AODO ESF, 1A

MOU ER:, DWORD PTR OS: [FHACEE]
MOU DWORD PTR S5: [EEP-14C1,ERX
CHMP_ERX, EBEX

JE SHORT BEFZ1CFL

MOU ECH, OWORD PTR DS: [EAX]

CHP ECH,EBEX

JE SHORT BEFSICFL

MOY EDs, DWORD PTR OS: CFAZ3CA]
AOD DWORD PTR DS:[ECK],EDH

AODD ERX, 4

MOU DWORD PTR S5: [EBP-14C1,ERX
JHMP SHORT BAF21CES

ACHG EBX, ECH

HOP

WCHGE EBER, ECH
Moy EDI, DWORD
ER=, DWORD
OWORD FTR
EZI, DWORD
OWoRD PTR
ER:, DWARD
OWoRD PTR
ECH, DWARD
ECH, DWORD

PTR 55: [EEF+51]
PTR DS:[EDI+1A]
0S: [FA1ASC], ERX
PTR DS: [EDI+2A]
0S: [FA23BC],ESI
FTR DS: [EDI+2]
OS: [FALEF21,ERY
PTR DZ: [ERR+E3]

PTR DS: [ERR+54]
AOR_ECH,DWORD PTR DS: [EAX+SC]
TEST CL,=8

JE SHORT BEFSZ1CA4
PUSH 1

JHP to MSUCRT._ercept_handlers

ntdll.RElEnterCrit icalSect ion

End of the decryptation loop

Fig. 38 Code for the original swdoctor.exe target.

Step with F8 until you see this code:

BEF21F41 22C4 B8c AODD ESP, BC
HEFS1F44 8 FUSH ER=

FF15 &322F288 |CALL DWORD PTR DS:[F92263]
BEFS1F4E Al FE1EFRBA MOU ER:, DWORD PTR OS:LCFHIEFS]
BEFZ1FEA ZB42 EB MOW ECH, DWORD FTR OS:[EAX+&E]
BEFZ1FE2 3342 &4 XOR ECH,DWORD PTR DOS:[EAX+&4]
BEF21FEE 2242 EC HOR_ECH,DWORD PTR DOS:[EAX+EC]
BEF21FES FPC1l BEEEZEE6E | TEST ECH, 26680868
BEFS1FEF |~ 74 B5 JE SHORT BEFZ21FGE
BEFS1FE] ES 18028880 CALL B8FSF3Te
BEFS1FEE SE45 83 MOW ERH, DWORD PTR S55: [EEF+3]
BAFS1FE2 SE48 Bac MOU ER:, DWORD PTR DOS: [CEHA+C]
BEFZ1FEC 2945 CC MOU DWORD PTR S5: [EEP-341,ERX
BEF21FEF 2045 CC LEA ERX,.DOWORD PTR S5:[EEP-341
BEF21FF2 =1t ] PUSH ER:
BEF21FF2 EZ 27928860 CALL @8Fse19F

Fig. 39

kernel32.0utputD=bugStr ingfl

Take care about the OutputDebugStringA, look into the registers window EAX is a pointer to a
very long string, this is a countermeasure able to defeat our OllyDbg if this isn't patched (use
the Repair tools).
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Step again a little with F8 until you reach another OutputDebugStringA API call:

BEF2240A
BEF224E4
BEFS24ER
BEF324FA
BEF324F5
BEF224FE
BEF224FC
BEF22EE2
BEF22EAT
BEF22EEA
BEFSZEEE
BEF32511
BEF3251E
BEF22E21
BEF22E24
BEF22E27
BBFSEEEH

BBFBEESB
HEFS2536
HEF3Z252E
BEFS2520
HEF22540
BEF22543
HEFS2546
BEFS 2540
HEFSZ254E
HEFS2550
HEF32EES
HEFS25ES
HEF225ER
BEF22EE0
HEFS256E
pEFEZEE2

C7ES EB7OF206
FFBS FCFCFFFF
FF1S RSZ8F200
65 BA8a18886
ESEE CBFEFFFF
FF35 BCYFF206
E2 RCEHFEFF
4 @C

FF1S &822F200
CYas EA7TSF306
SEED EEIEFHBB

oc
2925 D4FeFFFF
3945 C4
Al CAICFARBEA
ZEFE
2970 Ca
C1EE @2
2024Ba8
2985 BCFEFFFF
ZEFE
r3 12
3040 C4
EZ2 RA2EAFDFF
2187
23CF a4
2970 Ca

EE ER
CYes E8rsF2o0

Mol DWoRD PTR DS: [FBFQEB] BF984HC
PUSH DWORD FTR 55: [EEP-2

CALL DWORD FPTR DS: EF?EBHS]

FUSH 166

LEA ERX,DOWORD FTR 55: [EBP-14@1]
FUSH ERX

PUSH DWORD PTR DS: [F37FAEC]

CALL HEFESFE2

ADD ESP,BC

PUSH ERX

CALL DWORD FPTR DS: [FR2262]

MOV DWORD PTR DS5: [F972EE], BFF34R2
MO ECH,OWORD FPTR DS: [FALEFE]
MOW ERA, OWORD FTR DOS: [ECK+EC]
#0R ERX,OWORD PTR DS: [ECH+E2]
#O0R ERX,OWORD PTR DOS: [ECH+34]
#“OR ERX,OWORD PTR 5S5: [EBP-241
MOY DWORD PTR S5: LEBFP-22C1, ERX
MO DWORD PTR 55: [EEF-3C1, EAX
MOW ERX, OWORD PTR DOS: [FALCCA]
MOW EDI,ERX

MOV DWORD PTR S5: [EEP-4@1,EDI
SHR ESI, 2

LEAR ESI,OWORD PTR DOS: [EAX+ESI#4]
MOU DWORD PTR 55: [EBP-1441,E5I
CHF EDILESI

JHE SHORT BAFSZEGEZ

LEA ECH ,DOWORD FTR S5S5: [EBF-3C1]
CALL BAF&1BmaE

#0R DWORD PTR DS:[C[EDID,ERA

ROO EDI, 4

Mo Ell.l.IEIREI FTR 55: [EEP-481,EDI
JHMP SHORT BEFS2540C

MU DUORD_PTR_DS: [F379EQ], BFag4Ad

ASCII ™CCe™

kernel3z2.CloseHandle

kernel3z. DutputDebugStangH
ASCII "CCe™
swdoctor. BASEEITEH

ERX=1RESFE2F

ASCII "LP4™

Fig. 40 Code for the patched executable (first cave).

The jump in OxO0F8254E isn't taken.

Now perform the same analysis on the original executable:

BEF2240H
BEF224E4
BEFI24ER
BEFS24Fa
BEFZ24F5
BEFZ24FE
BEFZ24FC
BEFZ2EE2
BEF22EES
BEF22EEA
BEF22EEE
BEFS2E11
BEFS32S1E
BEFZ2521
BEFZ2E24
BEFZ2E2T
BBFBEEE?

BEF22E2S
BEFZZE36
BEF3253E
BEFZ2530
BEFZZE4EA
BEF22E42
BEF22E45
BEFI2E4C
BEFI2E4E
BEFSZEEA
BEF32553
BEF32555
BEFZZEEH
BEFZ2EE0
BEF22EERE
BEFI2EEE

C7PES EAFIF90A ACI4F2EE
FFBS FCFCFFFF

FF15 AZ28F26a

&2 88818888

ESBE CBFEFFFF

FF35 BCPFF96ER

EZ2 RCERAFEFF

C4 GC

FF15 &222F260
Cres EAF9F200 ASS4F2aa
SEED EEIEFHBB

oc
2925 D4FSFFFF
2945 C4
Al CalCFAREa
SEFS
3970 Ca
C1EE @z
2024B8
29BS BCFEFFFF
ZEFE
731z
204D C4
EZ R3ZERFDFF
3187
S3CY 84
2970 _Ca

EE ER
C7PES EA7IF2060 A4234F2EE

MOU ODWORD PTE OS5: [F3729ER], BF224AC
FUSH DWORD PTR S5: [EEBP-2241

CALL DWORD PTR D5: [F928AS]

FUSH 188

LEA ERX,DOWORD PTR 55:[CEEBP-1481
FUSH ERX

FUSH DWORD PTR D5: [F37FEC]

CHLL BaFe2Fe=

AOO ESP, GC

FUSH ERX

CALL DWORD PTR D5: [F322681

MO DWORD PTR DS: [F279EE], BF9S4R2
MOW ECH,OWORD PTR D3:LCFHIEFS]
MOU ERE, OWORD PTR D5:[ECR+GC]
#0R ERX,OWORD FTR DS:[ECR+EE]
#OR ERX,OWORD PTR DS:LCECH+34]
#OR ERX, OWORD PTR S5:[CEEP-241
MOU DWORD PTR 55:[EBP-92C1, ERX
MOU DWORD PTR 55: [EBP-2C1,ERX
MO ERX, DWORD PTR DS:LCFALCCE]
MOW EDI, ERR

MOU ODWORD PTR 55:[EEBP-481,EDI
SHR ESI, 2

LEA ESI,OWORD PTR DS:CEHX+ESI#4]
MOU ODWORD PTR S5:[EBP-1441,ESI
CHMP EDI,ESI

JHE SHORT @BFgzces

LEA ECH,DWORD PTR S5:[EBP-3C]
CALL GBFE1a6e

AOR DWORD PTR D5:C[EDIT,ERx

HODO EDI, 4

MOU DWORD PTR S5:[EBP-4@1,EDI
JHMP SHORT BEFS2E40C

MOU DWORD PTR D5:[F372ER], BF224A4

Fig. 43 Original executable

ASCIT *CCE™
kernel32.CloseHandle

kernel32. DutputDebugStangﬂ
ASCII "CCe™"

swdoctor . BASSE3TE

05: [BE5SE30C 1=B3BC3EDS

05: [BESEE305]1=13ES00H4C

0O5: [BE5283A4 1=AED2E Y32

Stack 55:[E01207281=A03243A2
ERX=ASEB4FFAE

ASCIT "LP4™

We can see about different value into the EAX register, may be this one is related to the CRC
value (I know this is our CRC but I'll show how find that with a complete analysis, now just
keep in mind the offset related to the address 0x00F8252D which is equal to 0x002252D).
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Step again:

BAFZZFFE
BAF2ZFFF
BERF227a4
BAFSZ7ER
BAFSZ7EE
BAFSZ733
BEFSZ7 A6
BAFZ27AC
BEAF22FIE
BEAF2ZFAE
BRF2ZFAZ
BAFSZVAS
BAFSZTRS
BAFSZ7AD
BAFZZ7AF
BAFZ2FEL
HAFZZFED
HAF2ZFEE
BEFS27EE

BAFEE 7 L
BAFSZ7CS
BEAFSZFCE
BAFZZFCTY
BAFZZFCE

=)=

&8 CEA2AF3E8
ES BES4FEFF
&3 10ZEQBEa
ES DDEE&@8a
5304 14

3983 E4F&FFFF

L D@
EZ BEFFFFFF
23aFe 17

TS 48
EB 18688188

PUSH EB:

PUSH @F22E856

CALL @8F&7EE?

FUZH ZEl@

CALL BaF9137@

ROD ESF, 14

MOU OWORD PTR SS5: [EBP-21C1,ERX
CHP_ERX, EEX

JE SHORT BEF22FAF

PUSH DWORD PTR S5:[CEEP-321
PUSH OWORD PTR S5:[CEEP-341
MOU ECH, ERR

CALL B\aFs2C23

JMP SHORT BAFSZFEL

“OR ERX, ER-

MOU ESI, ERX

MOU DWORD PTR S5: [EBP-2@81,ESI
CALL BBF?HGCG

CHP ER

JHE SHDRT BAFSZEas

FUSH 18818

FUSH EEx

FUSH EEx

PUSH EB:X

PUSH EB:X

ASCII "Inval idkey™

JMP tao MSUCRT. PT2EYAPARIED

ERR=17 [Ln—llnead]
Jump is MOT take
UHICOOE ""HC= E \IHH\ENEE\?BBBB\an\"

Fig. 44 In-lined code, jump is NOT taken

After some step you keep again the error message, now perform the same check with the
original executable:

BEF2ZFFE
BEF22FFF
BEFSZ7E4
BAFE27E2
BAFS27EE
BEF 22732
BEF 22736
BEF22FAC

BEF22FAA
BEFSZFAS
BEFS27AG
BAFSZ7FAS

BEF22FAF
BEF22FEL
BEF2ZFE2
BEF22FBE
HEFS2 PEE

BEFGZrLE
BEF2ZFCE
BEF22FCE
BEF22FCTY
BEF2ZFCE

BEF22FIE] -

[=5:]

&2 SA2EF9EA
ES BBS4FEFF
63 183ERREA
EZ DDEEBBEA
23C4 14

3983 E4F&FFFF

HEF22FA0|~ EB B2

c D@
ES BEVFFFFF
S3F2 17

7o 43
EB 18668188

PUSH EBX

PUSH BF32E5A

CALL 88F&vFB3?

FUSH 3E1R@

CALL A8F913v@

AODO ESF, 14

MOU DWORD PTR S5: [EBP-21CI1,ERX
CHP_ERH, EBE:

JE SHORT BBEF2ZFAF

PUSH DWORD PTR SS5:[EEFP-3221
FUSH DWORD PTR S5:[EBF-341
MOY ECH, ERR

CALL AaFs2Ca3

JMP SHORT BAFSZFEL

XOR ERX, ERX

MOU ESI,ERR

MOU DWORD PTR S5: [EBP-201,ESI
CALL BEFFRECE

CHMP ERH, 17

JNZ SHORT BEFSz58s

FUSH 18818@

FUSH EEx

PUSH EB:

PUSH EB:

PUSH EBX

ASCII "Inwvalidkew™

JMP tao MSUCRT. PPE2EYAPHRIEE

ERx=H
Jump is take
UMICODE "HC= E “IAREWNZZ~FEEEE inc™~""

Fig. 45 Jump is taken into the original executable code.

Yup we’ve found one point related to the CRC checking, in order to skip the check we can try
with a simple patching and change the conditional jump IJNZ with a fixed jump and see if this
one is able to work, make this change and press F9:

@ Error while unpacking program, code 2. Please report ko author,

Fig. 46

Another error message arise (this is due to some error into the unpacking stage, every time
some code is unpacked, now we have a bad CRC then the code isn't decrypted and the

execution make one exception which show this message)

Simple patching isn’t really effective then we have to backtrace a little in order to find where
the check or some calculation was performed.

Because the jump is triggered by the CMP EAX,17 we have to step into the CALL 0x00F7A6C6
in order to show if there is the check, place one hardware breakpoint into the 0x00F827B6 and
restart the target, when you reach this breakpoint press F7 once to see the call code.
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|BBF?H6EB

[

Al B323FREA

MOY ERE,OWORD PTR D5: CFAZ23ES]
RETH

Fig. 47

05: [BAFA23E51=0EEA881 7

Yup, more simple but useful, restart the target again and place a memory breakpoint on byte
write to the address OxOOFA23B8:

Address |Hex dump
R o e 1
1
s
z I
s 21 A
. -
BAFRZ24 18| BE Binary e
BEFR2423 b Memory, on access
HEFAZ432 .
AEFAZ442|@E  Search for Pk Mematy, on write
HEFRZ453| BE
BAFAZ2452 | BE o ko »
AEFAZ47E | BE Hardware, on access
GEFAZ400| BE -
BEFA249:| BE » Hex b Hardware, on write
SSFE?:EE SE Texk b Hardware, on execution
BEFAZ4CE| AE Shark B TE RN R R RN RN e
BAFRZ2403| BE I8 B8 B0 B8 BB @A B0 @8
HAFAZ4ES| BE Lon p 18 0B B0 BB 0B 00 BB OB
BAFAZ24F S| BE d I3 B8 B0 OE B8 @A BA @8
BEFAZEE2| BE  Eloat b I3 GB|BE BB BE 6B BE GO
BAFAZE1S| BE I3 B8 B0 B8 B8 @A SE 4R
GEFAZEZE| 2F Disassemble 1Z 77 19 DA D1 77 14 23 02 77| “miw: pEwd
BEFRAZEZE| D 4 FF @5 AL D1 77 B85 95 D2 77| infwd lEwd
BEAFAZE4E| 34 Spedal P12 F7 99 BB D3 7Y 58 B2 EE T7| 2iDWC LEWD
BAFRZE5E| DE B BA B0 B8 B8 B0 BE B8 B0 B0 | Eedw. . ...
HAFAZEEE | BE B 66 B0 B8 B8 B0 BE B8 @R BA| .. ... .00..
BAFAZEYE| BE Appearance k18 G0 B0 0B GO0 B0 B8 0 B0 B8 ... .....
e = —— R
Fig. 48

now we are looking for the place where this byte will be written, OllyDbg break on this code:

BEF FAGEC
BIGE FASCE

SE4424 B4
Eg EZ2SFABE

MOL EAX, DWORD
MU DWORD PTR
RETH

Fig. 49

PTR SS:[ESP+41]
05: [FAZ22ES2], ERK

We have a first break but this place was write by 0 then not interesting, press again F9 there is
another break and this time the address was written by 0x17, then press F7 once in order to
return into the main code and we can see a nice code:

HEFFELZY
HEFFEL1ZC
HEFFE1ZE
BEFFEL121
HEFFEL126
BEFFELZY
BEFYEL120
BEFFEL4E
HEFFE143
HEFFE146
HEFFE145
HEFFE14A
HEFFE140C
HAFFELE]
HEFTYE1S2
BEFFEL1E4
HEFFELES
HEFFE1SE
HEFFE1ER
BEFFE1ES
BEF7E1EE

A3 FC1EFRBA
SE18

2042 84
El F21EFRGE

7
2960 FC1EFRBE

1]
E2 &BFEFFFF
E9

22Ca
59 SCozeaas

E12
EF FFEFEaaa
23C1 a4

SBOF
960 FCLEFAGE

Moy DWORD PTR
MOL EDx, DWORD
LEA ECX,DWORD
MO EAX, DWORD
PUSH EDI

HMou DWORD PTR
Mou EDI, OWORD
#0R EDI,DOWORD
#“0R EDI,DWORD
CHMF _EDX,EDI

PUSH 17
CALL BEFFRSBEC
FOP ECH

AL, AL
HEFFEIEE
EEX, OWORD
EDI,BFFFF
ECH, 4
EE®,EDI

| BWDRD_ETR

Fig. 50

05: [FR1EFC], ERX
FTR DS5:L[EAX]
FTR DS:[EMR+4]
PTR DS:[CFALEFZ2]

05: [FAL1EFC],ECH
PTR DS:[ERR+7C]
FTR DS: [ERR+4E8]
FTR DS:[EAR+341

JE SHORT BEFFE1ST

FTR DS:[ECKI

05: [FA1EFCT, ECH

We've another conditional jump, then remove the hardware breakpoint on write and place
another hardware breakpoint in execution at 0x00F7B127 and restart again the target.
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JE SHORT BEFFELSS

HEFFE14A &6H 17 FUSH 17

HEFFE14C E2 &BFEFFFF CALL B&EFFA&EC

HEFFELIE] 59 FPOF ECH

HEFFELIEZ 32C8 #“OR AL,HL

BEFFELSY [~ E9 SCH20860E8 JHMF BaFFE3EE

HEFTYE 159 gE12 MO EBE®,DWORD PTR DS:[ECH]
QOFTEISE| BE FFEFE@RE  |MDU EDI,EFFFF

BEFFELIZY| A2 FCIEFABEE MOU DWORD PTR D5: [FALEFCI, ERX ERX=@ASCA0058 [ swdoctor. BESCI00E]
BEFFELZC)  SE1B MOY EDA, DWORD PTR DSz [EAA] D0S: [E85C2006 16281 2686

BEFFEIZE| 5043 84 LEA ECH,OWORD FTR D5z [ERAR+4] Address=ABSCO00A

BEFFE13S1 Al FE1EFRBEA MU ERE,OWORD PTR DS:[FH1EFS] 0O5: [BBFA1EFS1=AB52A37E

BEFFE1ZE| 57 FUSH EDI EOI=1

BEFFE1ZY) 2980 FC1EFABA | MOU DWORD PTR D5:[CFALEFCI, ECH

BEFFEIZ0) BBV FC MOU EDI,OWORD PTR DS:[EHR+YC] 05: [BE52E3EC 1=223C2843F0

BEFFELI4E) 2373 48 wOR EDI,OWORD PTR DS:[ERR+4@] DS: [BB5263E0 1=02B4F 16E

BEFFE142) 3373 34 AOR EDI,OWORD PTR DS:[EAR+341 DS: [B85262A4 1=AEDZEFEZ

HEFFEL4E)  ZEDV CHMF _EDX,EDI EDx=£2213686 ~ EDI = S4HESSCH

Jump is HOT taken

Fig. 51 Flow into the in-lined executable.

Now take the same check into the original target:

HEFFELZY H2 FC1EFARE MOU OWORD PTR DS:CFA1EFCI, EAX EAR=ARSCI006 [ swdoctor, BESCI006])
HEFFELZC SB18 MOW EDX,DWORD PTR DOS:CEARX] DS: [AESC900E 1=5E4RESECY
HEFFELZE 20428 84 LER ECH,DOWORD PTE DOS: CEAH+4] Address=0B5C200A
BEFFELZ1 Al FE21EFARG MO ERX,OWORD PTR DS:[CFA1EFS] DS: [BEFALIEFS]1=0R52837E
HEFTE12E =T PUSH EDI EDI =1
HEFFELSY 2280 FCI1EFA@E | MOV DWORD FTR DS:CFALIEFC], ECH ECH=@B85C200A [ swdoctor, B8SC200A)
HEFFELZD 8BY2 ¥C MOY EDI,OWORD FTR DS: LEAX+FC] D53 [ABSEB3EC 1=22C343FD
HEFFE14E 33732 44 #OR EDI,OWORD FPTR DS5:[LEAX+4R] DS: [AESEE3EE 1=02E4F 10E
HEFFE142 23373 24 #0R EDI,DOWORD FTR DOS:[ERX+34] DS: [AESSE2A4 1=AEDZETV 32
HAAFFE 146 B0V CHF EDX,EDI ED® = EDI = S4AESECH
JE SHORT BBFFELIES Jump is taken
HEFFPE14A &R 17 PUSH 17
HEFTE 140 ES &BFSFFFF CALL BEBFFREBC
HEFFELIEL =] FOF ECH
HEAFFELEE 32Ca #“OR AL, AL
HEFFELS4 || E9 SCHZEEEE JHMFP BEFFE3ES
HEFFELES SE19 MO EBEX,DOWORD FTR OS:[ECH]
OUFECEISE| B FREFEePe  |NOU EDIIGFFFF

_|5i_g. 52 Flow into the original executable.

Well this is another conditional check about the CRC and EDX keep the calculated CRC, again if
we try to fool the conditional JE with a JMP an error message is shown:

X

@ Insufficient memaorsy!

Errore

Fig. 53

Then we have to search where the wrong CRC will be calculated and change it with the right
one (original target), to perform this search simply restart the target and place a memory
breakpoint on access at 0x005C9DD6, this register keep a value which is related to the
calculated CRC.
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OllyDbg break in this interesting place:

BEFE2405)~ E9 BEFEFFFF JHP BAF3222F

BEF2240A|  CVYES EAFIF26ER | MOV DWORD PTR DOS5: [F979ER], BF2234AC ASCII "CCe™
EEFZ24E4|  FFBTS PCFCFFFF | PUSH DWORD PTR SS: [EEP-3541

BEFZ24ER|  FF1S RS28F2ER | CALL DWORD PTR DS5: [F928AS] kernel32.CloseHandle
HEFZ24FE| 65 888 1888E FUSH_ 188

BEFZ24FE) 8085 CAFEFFFF |LERA EAX,OWORD FTR S5:[EEF-1481

BEF224FR| 5@ PUSH ERX

BEF224FC)  FF2S BCPFF9ER | PUSH DWORD PTR DS: [F9YFEC]

BEF22EE2)  E2 ACEAFEFF CALL BaF&2FES

BEFZZEET| B304 aC ADD ESP,8C

BEFSZEER| 58 FUSH ERX

BEFSZ5EE|  FF1S &822F280 | CALL DWORD PTR DS5: [F922651 kernel 32, QutputhebuadtringA
BEF32511 CrYas EAFIF20@ | MOU DWORD PTR DO5:[F972EE], BF9S54AS ASCII "CCe™

BEFZZE1E|  SEBED F21EFABE | MOU ECH,OWORD FTR DS:LCFHIEFE] swdoctor. AESSR3TE
BEFZ2E21 2B41 &C MOU ERX,OWORD PTR D5:[ECH+EC]

BEF22E24) 2341 &2 wOR ERAX,OWORD PTR DS:[ECAK+&2]

BEFI2E2T| 3341 34 “OR EAX,DOWORD PTR DS:[ECH+341]

BEFZ2E2A| 2345 DC wOR EAX,OWORD PTR S5:[EEP-241]

gEFszs20) 8985 D4FeFFFF | MOU DWORD PTR S5: [EBP-22CI1,ERR

BEFZ2533| 8945 C4 MOW DWORD PTR 55: [EEF-3C1, ERA

HEFZ2535) AL CAICFABA MU ERE,OWORD PTR DS:CFA1CCA]

BEFZZE2E| BEFS MO EDI, EAX

BEF22E20) 2970 CA MO OWORD PTR S5:[EBP-4@81,EDI

BEF22E4E|  CI1EE 82 SHR ESI, 2

BEF22E42)  2034BA LEA ESI,OWORD PTR DS:[CEAX+ESI#4]

BEF22E45)  @9BS BCFEFFFF | MOU DWORD PTR S5:[EBP-1441,ESI

EEFZ254C)  SEFE CHMF EDILESI

BEF32E4E|~ 73 12 JHME SHORT BEFSZS62

HEFZ255A) 3040 C4 LER ECH,0WORD PTR 55:[EBF-3C]

HEFSZEES]  ES HASERAFDFF CALL BaFE&1REE

AL ] 21487 AOR DWORD PTR D5:[CEDIT,ERY ERX=4514737E ~ [EC9006]1=27954F 72
HEFSZSER|  9ECT @4 AOO EOI, 4 [ABECA00&]=522 12686
BEFZ2EE0) 2970 CA MOU DWORD PTR S5: [EEP—<4@1,EDI

BEF22EEE|~ EB EA JHMP SHORT BEFZ254C

BEFZZEeZ|  CYET EEVSF2Ea | MOW DWORD PTR DS: [F72EE], BF224R4 ASCII "LP4™
BEFEZ56C] AR ASAZF9EA Moy AL,EBYTE FPTR 0S: [FA2A5]

Fig. 54 Fig. 54 In-linead executable.

And registers window look as below:

Fegisters [(FFPUI

ERX 4514737E
ECH Ba8a2716
EDX @888l 9zan
EEX BEHREEER
ESP @@12CCEC
EEP @@iz074Cc

ESI @ASCCEDS swdoctor. BRSCCEDE
EDI @@sCco00s swdoctor. BASCI00E

EIF BEFz3zEEa
Fig. 55 In-linead executable.

HEFE2405]~ ES BEFEFFFF JMP BEFE238F

BEF2Z240A CVEE EBVIFIE@E | MOU DWORD PTR DS: CF972EE], BFI24AC ASCII "CCE™r

HEFZZ24Ed FFBS FCFCFFFF |FPUSH DWORD PTR S5: [CEEP-3841]

HEFSZ24EA FF15 AZZOF3600 | CALL DWORD PTR DS5: CF928AS] kernel3z.CloseHandle

HEFS24FA 58 B0E 1 E0EE FUSH 186G

HEFS24F5 20285 CBFEFFFF |LEA ERx,.DOWORD FTR S5:CEEF-1481

HEF224FE [=1E] FUSH ERA

HEF224FC FF35 BCYFF26E | PUSH OWORD PTR DS:CF97FAEC]

HEF 22582 ES AC&AFEFF CALL BBF&SFE=

HEFZ2ZEET 23c4 ac ROD ESF, @C

HEF225EA [=1E] FUSH ERA

HEFS258E FF15 &322F200 |CALL OWORD PTR DS5: [F322681] kernel3z. DutputDEbugStrlngH

HEFS2511 CFBS EBYIF3@0 | MOU OWORD PTR DS5:CF379EE], BF924A5 HSCII "CCe™

HEFSZ51E SEED FER1EFAEE | MOW ECK,DWORD FTR D5:[CFALEFE] swdoct or . BASSEZTE

HEF22521 gB41 &C MOW ERX,OWORD PTR D5:LCECH+&C]

HEF 22524 2341 &8 #OR ERX,OWORD PTR D5:[CECH+&E]

HEFS2E527 2341 34 #OR ER,OWORD PTR D5:[CECH+34]

HEF2252A 2345 DC #OR ERX,OWORD PTR 55: CEEFP-241]

BEFS2520 9935 D4FSFFFF [ MOW OWORD PTR S55: CEBP-92C1,ERX

HEFS25335 8945 C4 MOW OWORD PTR S55: CEEFP-3CI1,.ERA

HEFS2536 Al CHICFREA MOW ERX,OWORO PTR D5:LCFA1CCH]

HEF 22536 SBFS Mol EOI, EAX

HEF 22530 2970 ca MOU OWORD PTR S5:LCEEP-4H]1,EDI

HEF 22548 C1EE &2 SHR ESI,Z2

HEFZ2Z2E42 2034EB8 LEA ESI,OWORD FTR OS:CEAX+ESI#4]

BEF 22545 2985 BCFEFFFF |pOW DWORD PTR S55:[CEBP-1441,ESI

BHEFS2540C 3BFE CHF EDILESI

HEFZZ254E |~ 73 12 JHE SHORT BHFZ2552

HEF 225560 8040 C4 LEA ECH,OWORD PTR 55:LCEEF-2C]

HEF 32553 ES ASEAFOFF CALL B8F&s180E

HEHF 22552 21487 A0R OWOROD PTR D5:CEOI, ERX ERX=v32EB1ABC ~ [WESC9005]1=27954F 73
g3CY a4 ADOD EDOI, 4 [EDI 1=E4AEEECH

GoFeceeh | 3D oo MOU DUORD PTR_S:CEBP-4a1,EDI

F|g 56 Original code
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EAX looks different between the original and in-lined executable, then we have to step into the
previous call at 0x0O0F82553, in this one we have that the EAX value, stored in [EBP-3C] at the
address 0x00F82533, will be read at 0x00F61048 then from this point some calculation was
performed, by the way because the final result will be related to this starting value we can
think that we have to force in EAX, at 0x00F8252D (offset 0x002252D), the value which we
have into the original executable, if this think will be right we can skip all the CRC checking.

To sure simply restart the target and when you're in 0x0O0F8252D change the EAX value to
O0x00A8B4FFOE, with this change the in-lined target is able to run like a piece of cake then

have succeed into the CRC defeating task.

BOFCCAEE|  B9EE ECFGFFFF | MOU DWORD FTR S5:LEEF-9141, EAR
BEFEZ4CL| 5@ PUSH EAX
BEFEZ4CZ|  ES SDEEMAAE | CALL ABF91264 JMP o MSUCRT. ?73@YANPAXES
BEFEZ4CT| 59 FOF ECH
BEFEZ4CE|  FFES G4FSFFFE | INC DWORD PTR S5:[EEP-7ICT
BEFEZ4CE| 8385 SBFCFFFF J ADD DWORD PTR S5:[EEP-37@1,28
BEFEZ405 |~ ES BEFEFFFF | JHF BBFSE3SF
BEFEZ4DA|  CPBS EBPSF9@E | HOU DWORD PTR DS:[FS79E@], BF9S4AC |ASCIT "COET
BEFEZ4E4|  FFBS FCFCFFFE | PUSH DWORD PTR S5: [EBP-3241
BEFEZ4ER|  FF1E QS2EF9RE |CALL DWORD FTR DS:[F92@AS] kernel32.CloseHandle
BEFEZAFE| 65 BOALEERE | FUSH 186
BEFEZ4FS|  SD8E CBFEFFFF |LER EAX, DWORD PTR SS:[EBP-14@1
BEFSE4FE| 5@ FlSH EAX
BEFEZ4FC|  FFES BCPFFS@E | PUSH OWORD FTR DS: [FS7FECI
BEFEZCEZ|  ES ACGAFEFF | CALL ABFESFES
BEFSZSET| 8304 BL ADD ESF, G
BEFSESEH| 5@ FUSH EAX
BEFEZSAE|  FELE G822F9@@ |CALL OWORD FTR DS: [F92268] kerne 32, OutputDebugStr ingh
BEFEES11|  CPBE EBPSFo@E@ | MOU DWORD PTR DS:LFS79E@], BF984AS | ASCIT ""CLET
BEFEZCIE|  SEBD FElEFABE |MOU ECK,DWORD PTR DS:[FALEFS] swdoctor . BESEEETE
BEFEZEZ1|  SB41 &C MOU EAX,OWORD PTR DS: [ECH+EC]
BEFSESE4| 2341 &8 ®OR EFX,OWORD FTR DS:[ECH+ES]
BEFEZCET| 2341 34 OR EFX,OWORD FTR DS:[ECK+34]
20 2345 OO WOR EFX,OWORD FTR S5:[EBF—24]
5585 D4FEFFFF | MOU OWORD FTR S5:[EEF-S92C1, EAX Force ERN=BMBEASE4FFEE to fool the CRC checkinag
53| @945 .4 MOU DWORD FTR SS5:[EEP-3C1, EAX
BEFEZEZE| A1 CBICFABE | MOU EAX,DWORD PTR DS:[FALCCE]
BEFSZSIE|  SBFE MOL EDT, EAX
BEFEZS30| 2370 C@ MOU CWORD FTR S5: [EEF-4@1,EDI

Fi_g_. 57 Change EAX in order to skip the CRC check.

Now we have to do a think, before patch the first decrypting loop and then reach the
0x00F88221 address (offset 0x0028221) we have also to defeat the CRC check, but this one is
wrapped into another decrypting loop hence we have to move our first redirection from this
point, patch the CRC check and then going into the next decryption layer.

5. In-line patching (part II)

From our first analysis we have found a CRC check which we have to skip before make
patching, then now we have to write the code in our first cave in order to meet this request
then we have also to perform a first redirection from offset 0x0021C71 before patch the CRC
check. To do this restart the target and place a memory breakpoint in 0x005469C5 then press
SHIFT+F9 and when OllyDbg break write the first redirection code:

BEE459C5 | ET 36A1018A | JMP swdoct or. BHSSEEEE Jump to our First cave
BEE4ECH 26 MHOF

FES4E9CE| .| BF24 E9E0EE p

BEE4E901( . | E@ FUSH ERX

Fig. 58 First redirection (from main code to cave 1)
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We have for the first cave this code:

Cave 1

BECCAR0E

00560AD5
00560ADE
00560AE7
00560AF0
00560AF1
00560AF2
00560AF5
00560AFA
00560B04
00560BOE
00560BOF
00560B10
00560B15
00560B16

> EE C7EE CEeSE4E00 SB4D

£:CYAE CYE354E0 EBIE
Eg C7aE Coe9E408 4000

SB4E EB

A2 DiBpteBnd

Cr3a 4E1CEZ26E o2158B5G
SEBB SZ1CEZ26E BEC39a9a

MOL WARD PTR DS:[E465CE], 402E
MOL WARD PTR DS:[E465C7 1, ZBED
MO WARD PTR DS: (5465097, 80040
FLIZHAD

FLIZHFD

ML ER, OWORD FTR S5: [EBF-2@]

HIOL DLORD PTR DS: CEEBADL ], EAX

MO DWORD DS: [EHX+EIC4E] SGEB1SEE
MO OWORD PTR 0S: CEAX+21C52], 9098C38A

First cave, restore

the original

code &t the redirection

Sawve the registers

Sawve the flags

Retrieve the base address

and save it in BEEA01 for future reference
llrite the first redirection - PUSH BrBBScHBLIS
llr-ite the first redirection —-*RETH

POPFDO Restore the flags
Bl POPRDO Restore the registers
ES BHSEFEFF JMP swdoctor . BES4E9C5 Return to the main (static) code
=15] PLSHAD Second cauve
QC PUSHFD
Fig. 59 OllyDbg screenshot (cave 1)
> \66:C705 C5695400 8B4D MOV WORD PTR DS:[5469C5],4D8B ;  First cave
66:C705 C7695400 EO3B MOV WORD PTR DS:[5469C7], 3BEO
66:C705 C9695400 4DDC MOV WORD PTR DS:[5469C9],0DC4D
60 PUSHAD
9C PUSHFED
8B45 EO MOV EAX,DWORD PTR SS:[EBP-20]
A3 D10A5600 MOV DWORD PTR DS:[560AD1],EAX
C780 4E1C0200 68150B56 MOV DWORD PTR DS: [EAX+21C4E],560B1568 ; PUSH 0x00560B15
C780 521C0200 00C39090 MOV DWORD PTR DS: [EAX+21C52],9090C300 ; RETN
9D POPFD
. 61 POPAD
.~ E9 BOSEFEFF JMP swdoctor.005469C5 ; return to main code
60 PUSHAD ;  Second cave
9C PUSHFED

Now remove all the breakpoint (memory and hardware) and put only a memory breakpoint
into the begin address of the second cave (0x00560BOE) we reach this point from the first
decrypting loop at offset 0x0021C4E. Now we have the CRC code fully decrypted and in this
new cave we have to redirect from offset 0x0021C4E and keep EAX to be equal to the real CRC
value which we have see equal to 0xO0A8B4FFOE.

As we with the first cave we have first to restore the original code and then write the patch for
the redirection to the third cave:

Cave 2

HEEEHELS
HESEHBE L&
HESEEELV
HESEEELC
HESEHEZS
HESEEE3E
HESEEEIR
HESEEES 2
HESEHESS
HESEEE4F
HESEEESE
HESEHEE 1
HESSHESY
HESEHEES
DOSEDESS

00560B15
00560B16
00560B17
00560B1C
00560B26
00560B30
00560B3A
00560B43
00560B49
00560B4F
00560B50
00560B51
00560B57
00560B58
00560B59

[=1%)

E

Al DiBASeaa

C7Y28 4E1CE200 292CEB4FE
Crog 52100288 FFEF3BCS
C738 2025A200 &2ESRESE
EEICTER 212CRZ08 GEC2

PLUSHAD

FUSHFD

Mo EHX DMDRD FTR DS:[E&BA0L]

MOU DWORD PTR DZ: [EAX+21C4E], FEE42E2D
ML DMDRD PTR DS: [EAX+21C52], CI3EBFFFE
MOU OWORD PTR DO3: [EAX+225201, SEABESLE
MOU WORD PTR DS EEHX+22531] BIC26am

Second cawe, sawe the registers

Save the flags

Keep back the base address

and restore the

original code on the redirection address
llrite the redirection -> PUSH BxBAES5EEBSS
wrlte the redirection —» RETH

2092 461CH200 LEA EEX,DWORD PTR OS: [EAX+21C46] EBX = return address
891D COBASEEE HOY OWORD PTR DS [E&BACO], EBX ans store it intao the return register
FOFPFDO Restore the flags
61 FOFAD Restore teh registers
FF25 COBASEEE PUSH OWORD PTR DS: [EeEACO] Push _the return address
=] RETH Use RETH like a JMP tao the Armadillo code
=1e] FUSHAD Third cave
[ FUSHED = . ..
Fig. 60 OllyDbg screenshot (cave 2)
60 PUSHAD ;  Second cave
9C PUSHFED
Al D10A5600 MOV EAX,DWORD PTR DS:[560AD1]
C780 4E1C0200 8985BA4FE MOV DWORD PTR DS:[EAX+21C4E],FEB48589 ; Restore code
C780 521C0200 FFFF3BC3 MOV DWORD PTR DS: [EAX+21C52],C33BFFFF

C780 2D250200 68580B56
66:C780 31250200 00C3

8D98 461C0200
891D CDOA5600
9D
61
FF35 CDOA5600
C3
60
9C

MOV DWORD PTR DS: [EAX+2252D], 560B5868 ; PUSH 0x00560B58
MOV WORD PTR DS: [EAX+22531],0C300 ; RETN

LEA EBX,DWORD PTR DS: [EAX+21C46]

MOV DWORD PTR DS:[560ACD],EBX

POPFED

POPAD

PUSH DWORD PTR DS:[560ACD]

RETN

PUSHAD ; Third cave
PUSHFED
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in order to go back into the original code we keep the returning address in [560AF8] and then
push it into the stack after context restoring (POPFD / POPAD instructions) then b yusing the
RETN instruction we're able to perform the the jump.

Save our second cave patch, remove all the breakpoint and restart the target by using
CTRL+F2, then when you're into the EP (Entry Point) place one memory breakpoint at the next
entry cave at the address 0x00560B58 and press F9.

Now OllyDbg break into the entry of the third cave, as usual we have to save the context
(registers and flags) and restore the original code at the redirection point then patch the CRC
and perform the next redirection into the offset 0x0023198, finally return to the Armadillo
code.

Cave 3
BESEAESE| . A& FUSHAD Third cave 0 T T T
HHSEEBEDS| . 9C FUSHFD
HESEEBEA| o AL D1BASSEE MOU ER&, OWORD PTR DOS: [SSEA011]
HESEEBEF| . CP88 ZD2S5B2E8 2998504F& | MOU DWORD PTR DS5: [EA#+225201, FS0O48589
HESEERES| . &E1CFEA 212E62688 FFFF MOW WORD PTR DOS:[ERAX+225311,8FFFF
HESEEEFZ| . CPEA 92316288 &2%FGEESE | MOU DWORD PTR DS: [EAX+2231921,556B9F&2 Write the redirection - PUSH BrBHESEBSF
HESEEEYC| o G5:C7EE 9C21E2680 GEC3 MOW WORD FTRE D5:[ERX+2319C], GC2EE Write the redicrection -> RETH
EESEEREES | . 8098 2D2582E88 LEA EEX,DWORD FPTR DOS: [ERX+225201
HEEEEESEE| o 8910 CDBASEEE MO DWORD PTR DOS5: [S&BACD],EE-
HESEEEZ1| . 90 FOFFD
HESEERZZ| . &1 FOFAD
HESEEESS| . FF35 CDBASSEE PUSH OWORC PTR DS: [SSEACO]
HESEEESY| . BS BEFFE4AS MOY ERH, ASE4FFEE Force the right CRC wvalue
HEEEEBTE| . C3 RETH
DOSEOESE| . €@ PUSHAD Fourth cave
Fig. 61 OllyDbg screenshot (cave 3)
00560B58 . 60 PUSHAD ; Third cave
00560B59 . 9C PUSHFD
00560B5A . Al D10A5600 MOV EAX,DWORD PTR DS:[560AD1]
00560B5F . C780 2D250200 8985D4F6 MOV DWORD PTR DS: [EAX+2252D],F6D48589
00560B69 . 66:C780 31250200 FFFF MOV WORD PTR DS: [EAX+22531], OFFFF
00560B72 . C780 98310200 689F0B56 MOV DWORD PTR DS: [EAX+23198],560B9F68 ;  PUSH 0x00560B9F
00560B7C . 66:C780 9C310200 00C3 MOV WORD PTR DS: [EAX+2319C], 0C300 ;  RETN
00560B85 . 8D98 2D250200 LEA EBX,DWORD PTR DS: [EAX+2252D]
00560B8B . 891D CDOA5600 MOV DWORD PTR DS:[560ACD],EBX
00560B91 . 9D POPFD
00560B92 . 61 POPAD
00560B93 . FF35 CDOA5600 PUSH DWORD PTR DS:[560ACD]
00560B99 . B8 OEFFB4AS8 MOV EAX, A8B4FFOE ; Force the right CRC value
00560B9E . C3 RETN
00560B9F . 60 PUSHAD ;  Fourth cave
00560BA0 . 9C PUSHFD

Now restart the target, clear all the breakpoint and put one memory breakpoint into the four
cave entry at 0x00560B9F, now we have to patch the redirection from the next decryption loop
which is before the IAT scrambling at offset 0x28754 then we have:
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Cave 4
BESEEESF| . &A FUSHAD Fourth cawve
HESEEBAE] . 9C FUSHFD
HESEEEAL A1l D1EASEEE MOL ERX,DWORD PTR DS:[S&BA011
HESEHEBHE C7¥2E 92316288 5992574FE | MOV DWORD PTR D5: [ERX+232198]1,FBF48539
BASEEBER C7¥23a 2C31Ez288 FFFFS3ED | HMOU DWORD PTR DO5: [ERX+2319C1,BO2SFFFF
BASEEEER CV¥3A B487E2AR &3EZABSS | MO DWORD PTR DO5: [EAX+287541,56BAEEZ6S llrite the redirection —> PUSH BuBRSEEBEZ
BASEEEBCY G5:CFEEA SEEVBEZEA BAECS MO WORD FPTR OS: [ERX+237581, AC3EE lirite the redirection —*RETH
HESSEBCD 2098 29233162600 LEA EBX,OWORD FTR DOS:CERR+23193]
HESLEB0S 2910 CDBARSSER MaL DWORD PTR OS5: [E&EACO], EBH
HESLEAEDS a0 FOPFD
HESSEEDA =31 POPAD
HESEEB0E FF3E CODBAS&EH PUSH DWORD PTR DS [EEEACO]
BESEHBEL| . CZ RETH
BUSEUBEZ| 1 €0 PUSHAD Fifth cave
Fig. 62 OllyDbg screenshot (cave 4)
00560B9F . 60 PUSHAD ;  Fourth cave
00560BA0 . 9C PUSHFD
00560BA1 Al D10A5600 MOV EAX,DWORD PTR DS:[560AD1]
00560BA6 C780 98310200 898574FB MOV DWORD PTR DS: [EAX+23198],FB748589
00560BBO C780 9C310200 FFFF83BD MOV DWORD PTR DS: [EAX+2319C],BD83FFFF
00560BBA C780 54870200 68E20B56 MOV DWORD PTR DS: [EAX+28754],560BE268 ;  PUSH 0x00560BE2
00560BC4 66:C780 58870200 00C3 MOV WORD PTR DS:[EAX+28758],0C300 ;  RETN
00560BCD 8D98 98310200 LEA EBX,DWORD PTR DS: [EAX+23198]
00560BD3 891D CDOA5600 MOV DWORD PTR DS:[560ACD], EBX
00560BDY 9D POPFD
00560BDA 61 POPAD
00560BDB FF35 CDOA5600 PUSH DWORD PTR DS:[560ACD]
00560BE1 Cc3 RETN
00560BE2 60 PUSHAD ;  Fifth cave
00560BE3 9C PUSHFD

as usual save this patch and restart the target, again place one memory breakpoint into the
start of the next cave on 0x00560BE2.

Cave 5
BESEEEES o) FUSHAD Fitth caue
BESEBEES ac FLSHFD
BEEEBEES A1 DiGRScEE FOL ER, OWORD PTR 0S5: [EEEA01 ]
HESEBEED C7oE 54278208 99959402 | MOU DWORD PTR DS: [ERX+287541, 02942599
BESEBEF 2 C7o@ S227e208 FFFFSZB0 | MOU DWORD PTR DS: [ERX+25752]1, BDSIFFFF
BESEBEFD CYoE 54928208 SS25ECSE | MOU DWORD PTR DS: [ERX+29284]1, SEBC2E6S Write the redirection —» PUSH BxEESEECIS
BRSEBCET EE6:C7O0 §S9202G8 GECZ | MOV WORD PTR DS: [EAX+292521, BCSAE Write the redirection —» RETH
BESEBC 1@ 2092 S4570200 LEA EEX,OWORD FTR DS: [ERR+227541
FRSERC 16 291D CDRASEGR FOU OWORD PTR DS:[SEGACDI, EEX
BRSERC1C a0 POFFD
BESEEC10 £1 POFAD
BESEBC1E FF35 COBRSSEE FUSH OWORD FTR DOS: [SGEACDI
BESEBCES C3 RETH
BB5eECES ce PUSHAD Final cauve
Fig. 63 OllyDbg screenshot (cave 5)
00560BE2 60 PUSHAD ;  Fifth cave
00560BE3 9C PUSHFD
00560BE4 Al D10A5600 MOV EAX,DWORD PTR DS: [560AD1]
00560BE9 C780 54870200 898594C3 MOV DWORD PTR DS: [EAX+28754],C3948589
00560BF3 C780 58870200 FFFF83BD MOV DWORD PTR DS: [EAX+28758],BD83FFFF
00560BFD C780 84920200 68250C56 MOV DWORD PTR DS: [EAX+29284],560C2568 ; PUSH 0x00560C25
00560C07 66:C780 88920200 00C3 MOV WORD PTR DS: [EAX+29288],0C300 ; REIN
00560C10 8D98 54870200 LEA EBX,DWORD PTR DS: [EAX+28754]
00560C16 891D CDOA5600 MOV DWORD PTR DS:[560ACD], EBX
00560C1C 9D POPFD
00560C1D 61 POPAD
00560C1E FF35 CDOA5600 PUSH DWORD PTR DS: [560ACD]
00560C24 c3 RETN
00560C25 60 PUSHAD ;  Final cave
00560C26 9C PUSHFD

as usual save this patch and restart the target, place one memory breakpoint into the start of
the next cave on 0x00560C25 this is our last cave and from this place we can apply the final
target patching to keep it registered.
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Cave 6
BECEECZE| . &6 FSHAD
BEEEECZE[ . 9C PUSHFD
ERSEEC2Y . Al D1BAS&RE MOW ERH,DWORD PTR DS: [5&8A011]
ERSEACZC) o CY88 84928288 FFBS34C3 MOW DWORD PTR DS: [ERXA+292841, CE34B5FF
ERSEACIE| . 6G3ICVEE 88920288 FFFF MOW WORD FPTE DS:[ERX+29283]1,0FFFF
BESEECSF| . &E:CPEE IFAFEAAEA BOAL | MOU WORD PTR DS:[S@2G1F1, 1BS
ERSelAC4s) . CeBE AFP2C4FBE EE MOW BYTE PTRE DS:[4F2CRY 1, BEE
EESEEC4F| . CEBE 92C&e4400 EB MOU BYTE PTE DS:[44C&92]1, BEE
EESEACES| . 8092 249206206 LEA EEX,DWORD PTR DS:[ERH+29224]
HEEEACEC| . 8910 CDAARSEEA MOU DWORD PTR DS:[S&@ACD], EBX
BRSSECEZ| . 90 FOPFD
BRSsACES| o 61 FOPRD
BASEECES| . FF35 COBASSEE FUSH DWORD PTR DO5: [SSBACO]
BRSEACEH| . C3 RETH
BBSEECEE L DE Ba
Fig. 64 OllyDbg screenshot (cave 6)
00560C25 . 60 PUSHAD
00560C26 . 9C PUSHFD
00560C27 . Al D10A5600 MOV EAX,DWORD PTR DS:[560AD1]
00560C2C . C780 84920200 FFB534CS8 MOV DWORD PTR DS: [EAX+29284],C834BR5FF
00560C36 . 66:C780 88920200 FFFF MOV WORD PTR DS: [EAX+29288], OFFFF
00560C3F . 66:C705 1F305000 BOO1 MOV WORD PTR DS:[50301F], 1BO
00560C48 . C605 A72C4F00 EB MOV BYTE PTR DS: [4F2CA7], OEB
00560C4F . C605 98C64400 EB MOV BYTE PTR DS:[44C698], 0EB
00560C56 . 8D98 84920200 LEA EBX,DWORD PTR DS: [EAX+29284]
00560C5C . 891D CDOA5600 MOV DWORD PTR DS: [560ACD], EBX
00560C62 . 9D POPFD
00560C63 . o6l POPAD
00560C64 . FF35 CDOA5600 PUSH DWORD PTR DS:[560ACD]

C3 RETN

Final cauwe

Taraget patching
Taraet patching
Target patching

;  Final cave

;  Target patching
;  Target patching
;  Target patching

save our last cave and when you’ve do it close OllyDbg. If you run the target one access
memory on write violation error pop-up, this is because into the last cave we've try to write
into the .code section which is not Writable, to avoid this problem simply change the

characteristics number for this section.

Open the Peditor tools and load the in-linead target then press the section button:

Section Table Yiewer .EI
Section Yirtual Size Yirtual Offzet | Faw Size Fiaw Offzet Characteristics | #
D (01 0330 (0001 oo oonoooo oonoooo ROOOO0Z0
DATA 0000447 C Q0105000 Qaooaona Qaooaona COo000040
BSS 0000ars 0010000 Qaoooooa Qaoooooa CO000o0o
.idata oo014D3s o10e00o0 Q0onaooa Q0ooaona COo00o040
reloc Qo0oFe2a Q0120000 nao1a00a0 Q000 ooo a0000040
et nno40000 00130000 00031000 0011000 EO00D0Z0
.adata Qao10000 Q0170000 00000000 noo42000 EQO00D0Z0
.data il Qo1anona Q000a000 Q004F000 COo000040 v
£ |
Do a right mouse click on a sectionname for more options...

Fig. 65 Peditor: Section Table Viewer

Right click into the highlighted row:

jsection Table Yiewer

Virtual Offset Riaw Offset

Cl

CODE (011 ululuuy ]

DATA 000044 7C 00105000 edit section

BSS 00000479 0 ga000 -

idata 00014038 OO10B000 add & section

relos 0000FE 28 001 20000 delete the section

text 00040000 00130000

.adata 00010000 00170000 copy the section ta HD

.data 00010000 00180000 move the section ko HD

< copy & section from HD to EQF

Do a right mouse click on a sectionname for maore dumpfixer (RS=YS & RO=\0)
|

Size of Headers: |DDDD1 ooa

Section Alignment. 00001000 | bruncate at the start of this section
File Alignmerit: 0ot ooo cuskom bruncate S

Fig. 66 Set the section characteristics to E0000020.
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Close the PEditor and run the target, it works and is also still registered!

Works done!

6. Conclusion

I hope that this tutorial is able to show in a clear and simple way the in-line patching process,
this one is more general and can be used also for other packer like ASProtect, about this
approach we can point some advantage:

- MUP (manual unpacking) of the target isn't needed
- patch distribution is keep small in size

this method have also a drawback and isn't really effective when the packer work with many
encrypted layer because before reach the real target code we have to step through all the
layer and this may be a very time expensive work, may be a better way code a suitable loader
or approach with the manual unpacking as last option.

Remember also the main things:

If you like this software you have to BUY IT or simply uninstall it after expiration.
This tutorial are used for educational purposes only.

7. Greetings

Thanks to the whole ARTeam:

[Nilrem] [JDog45] [Shub - Nigurrath] [MaDMAN_H3rCulL3s] [Ferrari]
[Kruger] [Teerayoot] [R@dier] [ThunderPwr] [Eggi] [EJ12N]
[Gabri3l][Stickman 373] [Bone Enterprise] [JohnWho] [Condzero]

Thanks to all the people who take time to write tutorials.
Thanks to all the people who continue to develop better tools.
Thanks to Exetools, Woodmann, SND, TSRH, MP2K and all the others for being a great place of learning.
Thanks also to The Codebreakers Journal, and the Anticrack forum.

If you have any suggestions, comments or corrections fell free to contact me in ARTeam
forum.

Byez

ThunderPwr
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